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® MORZEIENFRIAEH.

® SPHNRGEMNI LWL,

1.2.2.2 BRI S5 £S5
BulerOS#: £ % G111 PAMBLEI K SEBLH P 1) B bR 15 %0

] AN ARIGAEAELPAM  (Pluggable Authentication Module) , f&SUN/A &) & 53¢ H A1 FF
K —E R R GG N IR P IRALISE A S 2 2 RS B . EEDREEIEIAE
BT, KPEHE, SEEHEAMOAEHE. BulerOSEAE R4 3R # H Linux-PAM .

1.2.2.3 L£1thi

ZATPMIL S MGRRAE ST, B LI SRR A B A H I, L H 2
FEMLE AT IR AL 22 R ST SR A e AN R, (R 2% 22 4 A RE AR
SRR E. RENMVCEMS i) — N EEA Y, &2l 2 e
TSR T AANIE A SIEAR 2 T 22 it 7 e A BCHAB SRR 3 L WA AOS AR )
HER AR AL,

ZAEHMGEZRZREN . Flan, DAEPHLE HARZES I SEAR R B 3. 1t
Ab, VP2 ANEPNBGEE — AN B bR, BIFE 3204 2 18] 22 4 Hi 43 e 2% BH sl L Ath 45 Fh Al

s

EulerOS#AE R GE SRR % 4 il an T
® SSH

® SSL
® [PSec
® SFTP

1.2.2.4 BEiG0)EH

Vi, AR RGP AR AR U AR . Herh AR AR SRS B AR A
AW B R R GRS I BB AR, B HE R VTR RIS 5, Blnidtfe; ko2
RO BRI OB Sk, RSB REA, EE R KX R, sk
BUFR A SRS 2 AR AT 5 e A U ) R AR VT

H 5 M 42 HIDAC (Discretionary Access Control) fZ#AE R G b A nl D22 A HL I 2
—, fEEEVIREHRIPIEIT, R R AIEE D IRBUR RSS2 E 32 n] BLR 3L
FrAA R RAE B AU T HARH 7 o Bl XA SO AR JE 32 UserA W] LUK E 4
ﬁEHY#A%ﬁ\E\%ﬁﬂﬁﬁ%ﬁ@ﬁF,ﬁﬂU%mﬂuﬁﬁﬁNW%ﬁ%ﬂ
PRI
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EulerOS#:AE R 4581 UGOFIACLALHI SZ L B =1 i) #5461

1.2.2.5 @&l e)EH

S 1) U5 A 2 HIMAC (Mandatory Access Control) HFEA AR . SN FEMAR, BIK (L
. HEBNEL LRI, F5E) HRTHNNZEREE Grid) , ZErEhER
PRGN INRE, HPARBL.

A B K17 W Eh R 2 A4 ML A T B 2 A S, ARIE . Ak e 4R
W R RV . 2 RGHIARYEI, AT A CBREEAT) WA,
1.2.2.6 IEEHEH

A E B GRIEE EAESIEAG, TR G R R P S B AR —
T

FEVFENUE B ARG S TN S A R (e, R RIAGTR R . 7 BB 2y
Fo— AR AT, SOH BRI SE BRI AL 2 BRI R — A DR &
PREGT TR, 24 BT EAR A BT I L AATE B e AR AR 45

EulerOS#/E RS S5 7 WAEH AR H
WA RER, TP 8 EARRASJe T AR E AN EE . WERRERE
SITCNAEI SEE, X NFHATES, OABIZEEENEK.
1.2.2.7 4L Kb
EulerOS#E1E R4 BRI\ % $iptableslj K 3 .

77 K Ak SRAE X 2% O ) 58— TE B 2k, B ARVE TN Z I IR AL R, ORI IEA 2% L
FRAE K [ FAR I 25 Bt o B TBCE AL B0 U 52 ORI 2% 5 At 1 2% f s — 32 L T
Ro MU HABN 5 ST BLHE AN SR, B KB ZTE/E

Linux WIEZWNE T —EB5 KEEHLH], FROYNetfilter. 115 B A% Netfilter ) T H 2
iptables. A Z Lt /& 1 Hiptablestil & HIBI KGR o iptables R I B 4 2 45 44 4 B 1-3
I
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1-3 iptables 0 §%4H 202544

=
it L E— ( :‘\

* I S
. e
..E"""'-Fﬂiﬁﬂhki‘?ﬂt i o Q

"‘t., 557311 R S—

H’x e
| e e Ll <;5;:>
Riﬁﬁ —— Oy

e # A

123 NEERE

2% S 22 it RSB IR ] — R e A g, AR 2% RGP BINA I ORI, e
ZM 281 6 _EISAT L 55 RGER BN I I SCHF, A3 — D)7 17 19X 2% BB Y 90 2% Al
SRR LRI

W 2% 2 2 A AR FE MR AR AN 22 4T . IR, MRRR . 4R i R
s kB Mgz (nIDS)  MEEFEnE (VPN W& 22434
WA & 22 4 BN 2 224 (WIIP/MACHP € FIDHCPRE &) %5251 . EulerOSTE M 4%
G4 T A B IVEAR S 2 N N 4% 22 4 e B, BB OS B A B ki E AR (iptables)
RARUE R 2525 P S0 0 2 22 4, B IR 25 2 P 7 2H I A 558 300 703500 32 B 95 <K 83 . DDos
B AT B 2%, DARRAR P 8 I 28 52 0k 1 XURGE » - iptables N 2515 2 LB AL K55

1.3 &ERPME

WE 5 W 2 N FH R A R, 5 5 AR SR e 1 2 A U BOR B 22, B 5 — T ] 1) 22 4
BRARE B ERIER G LA

EulerOSTEARIE = i AT FPE R IFIE, @i = AN BRI R, 0 st T a7 6 iR
P, MRS REEEE. R4, WEEN e, BIEEmEZEEEILE, i
i TEREN A A R R i 2 4y, UISEfRBEF P R, BRI P i 2 4R

Efi}:ﬁﬁﬁF'?ﬂﬁﬁunﬁﬁﬁ&ﬁﬂﬂ«aiﬂ‘ﬁ'ﬁ%, BORFI P IR . 2R i
A PRI N g R 30 2 4 1) 5 T o 2 A I

WS (iU e = g g A TARSTE = NI ec ogv) BV QNIE 1 A -2 LTE &t N el B et N a8
SRR A, ZEWI. WAARERER. AERE. e ceilin, oy EREM
PRt 50, B iR i 2 b, AR IEAR S R M Ay, AR R
JUE A WS IR S B VS 2 N LAk, EulerOSJE I 248 H EHEAT WA 2%
By, T AT RS

2% R 2 A, RIS S AE RS P 2 4
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| Z AR A B AS

1.4 HaREiESR

X SRS e R AR AR T 240 S T AT AR i T

AT B AR F R A M S e 2 1ES LR,

*1-1 ERRIEE R

RNHES FILER 3£ FR
ACL Access Control List Uy I | 71 %
CRC32 Cyclic Redundancy Check PEIR TR
DAC Discretionary Access Control H 3= U7 1A 2 il
HTTPS Hypertext Transfer Protocol over Secure | %4HTTP

Socket Layer
IDS Intrusion Detection Systems N2 R R 5
IPSEC Internet Protocol Security Internet % 4> FpiY
LSM Linux Security Module Linux‘% £ HE4E
MAC Mandatory Access Control S i) 42 o
MD5 Message Digest Algorithm T B SRR TR
MOR Memory Object Reuse W A7 254k 5 H
MTBF Mean Time Between Failure - Yoyt B I (]
PAM Pluggable Authentication Module CIEGP AT 52
RAID Redundant Array of Independent Disk PRSL TR WEEL RS
SAK Secure Attention Key AT
SHA Secure Hash Algorithm %4 HashH ik
SSL Secure Socket Layer GEBEE
TLS Transport Layer Security i3 ey
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2 ZEEREIER

A Fe A iR BulerOS 28 45 1 22 4 i [3] 28 e A ] 7 7%
2.1 £ R G000 [E M
AN EulerOS R GEEAT N A H . 7 RAIFZI0

2.2 BRI T[] s
I 1] S BB S B T [ AR v U L T BROA PRI ] SR o AT A 43 % TR A S
(R 3G, BRIAIN [ S AN B 2 2.

2.3 Z4nlE T E (for MEOSS)

2.4 B
I SCAFBLER B & SCFumask B &5 o

2.1 HAER G ME#E

I 4% EulerOS A2 GEHEAT AN ) H KT 07 SRR

2.1.1 INE /Y

BAERGENGEE RGN, AMESFIEEF TR RIEN =L, 2EMER
ARG afikit. ARG ENAFN, ZEGRGE MBI, stk wTH
PERTATIE I, AU T HRIE R G BEE 70 E R 2 /Y, SUKEEH AR T
I3 T BOR BH AL 38 2 A 33 S 0 I 2845 B R G Bk, R TR 2 %/ K

Rk, TR R RGHAT AN, W@, B ReERAR, Wi 2a
P, $RTF= EITES T,

212 MEF R

AN T4 R BulerOS ) 22 2 NE U5 58, A5 0 5 sCRTnE A 2

ME7AR

EulerOSERI\ 3 R 4t %2 4 I [E Bsecurity-tool, 7E 3R AL B2 AN RS . RGTEE
PRSI H AT Z e iRS, PAT L e HIKICHE .
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2 AN ERAE TR

EulerOS R i in [ 4 28 273 LA R 5B 7

MERE
o RLiMi
o SCHHRUR
o WHZY
® FAUAIE
o kEn%
2.1.3 fnE S0

A0 SCPFALRR K 04T 1 22, AT i AT (8 ST AR B, S
T ARG SR, X5 TR iR 2-1 R .

= 2-1 MNEF2 0015t ER

S5 pi|ERE:pu Viilk3 20

TR | S7R AR RRETNRES, 7/ | HP KN AARETRFR

Ryt R | e BB I, FHFIeEsR
UL tho

Y Al Pl SSHA &, 8B BT A b /ete/profile
LA B TMOUT 5 F4 F=/ete/ssh/sshd_config T
#49 ClientAlivelnterval F £ M AME F 240~ 69
e, HaTH3004).

O4EHE | DA KER/NNNL, NARDEUERE | RETHEH AR E

B ] SRS NINCESS NI (& Stk 7 sl Rl I D B R R B R E S
o HREIREER,

BROEERE | MHPERRGER, OLESREINR, | HPARBEERRS,

WO 0223 | IR BGE30085, BUE NI A RE S | WP B 5 25 U300

e R4, B

F P ERGA B ATE B A umask{E 8077, | B P BRI R SR B 0ddE

umaskfE R | F P BIEESCAFIERUAR 5600, H AL | € S8l H s AR -

il B 4700,

FAEBOH | 1A SO & E I 2 Mete/ FIA a5 P B8 %
login.defs SCAFSEEL, MMEERME N4 | B, $&7R 14 B FEom |
BRARIHOR, MBS AR | ERES, AMESITEE
(B RIS 1B 90, AT AR a8 m KRB | EA RSt
N

st FRPRE | sudg &M TEAFRK A ZETH. AT | FEk -~ H7sui 2%
WoR R@ L at, FLEXsufr SR8 | W, SAUMAwheel #4074
BTG, W R rootflwheel#E4L | 7] Phsuflih.

(R A P sufim 4, BRI ALK 7 45
Mo

2% 1kroothk | 15 B /etc/ssh/sshd config LA FH = 75 B A A ad K

FE$SSH | PermitRootLogin B IME Ano, T | SSHE X5, Ut £root

FRARG A8 Frootlk /7 H3SSHE K R4 . M
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2 AN ERAE TR

SnER nEHER

ka2

MCAHCTR. SHA2EVE

SSHEE % | SSHARS HIMACsHICiphersfic &, 2511
RS XFCBC. MD5. SHAIBIEMISH:, 15

HaTwindows N # FH #3554
fRAA I Xshell. PuTTY AS
¥ Fraes128-ctr. aes192-
ctr. aes256-ctrv hmac-
sha2-256. hmac-sha2-512
HiE, R HIELIGIE
SSHE 3k 24 HITE L, 1
18 F BB PUTTY (0.63
WA BL LD
WA e UL B 5k

Xshell (5.0

2.2 BRIA N [E SR hg

o ] S s B S A R ] A o L C L 1 BRI [ SRS o AT R S A BRI S

BIE S, BRI SR AN P&,
2.2.1 R%ARSE

2.2.1.1 fNE SSH PR
WiRA

VB 2508 FOpenSSHIMUN (UL AIFZESHL.
SSH (Secure Shell) & H I AIEE, T N B ok 2 1E A1 HAh W 2% Ak 55 $efit 22 PR IR

R . F R SSHMS AT LLAG R 1 ze F e #E e R A (1045 O B8 o) R . 3% 3 SSHA] LA
Xt T E AL A R AT s, JEBE 1L DNSHRIm FIPHR B OpenSSHZSSHYM ) 4 2% I

INESSHARSS, RARBEIASSHIRFS T HIBCE, Kidm REM 2 et R2-20h 4 Y]
B ST ER AN, 45 A8 ] 30 AV B

([ iseem

BRI Ao B e A PSR

¥
&

® IR S5 b i i SR

2T EulerOS 2 44 SSHAR 55 (K1 N [ SR G I 2-2 s . 3 vh T A [ T 223 /5 SSHIF

fic & S /ete/ssh/sshd_configH s

3 2-2 SSH AR S5 2R IA N E] SR A& 15 ER

REE AR I TMERAE
B AH FH SSHM S R AS Protocol 2
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EulerOS V2.0SP5 %4 %k} 2 AR R
REE AR SnE TNERAE
WESSHARS I HERT . Il skng s | SyslogFacility AUTH
WHEN “AUTH” , HIWGIERHE
W Bt Fsshd H EWH EE IR LogLevel VERBOSE
WEMHSSHE R G, feh MBS | X11Forwarding no
i}

i RANE 2R IR AL MaxAuthTries 3
WE AT R AHINE. PubkeyAuthenticati | yes
on

BB e 1 AV A HRSA L2 RE RSAAuthentication | yes
W & 78 Frhosts U Alishosts SCAF3E4T | TgnoreRhosts yes
I0AE . rhosts U4 Mishosts A4 T Al
PLUG R I AR T AL T R4 S R BRI &
SIE
WE Al 2 Trhosts FIRSATLVL %4 | RhostsRSAAuthenti | no
B9E. rhosts AL A AVT i #21HEE | cation
BLII TR 44 S SRR IR & % 44
WEREGMHET EVLRIRUE. 2T EHL | HostbasedAuthentic | no
I IE 2R OB R WL ERMETH P S | ation
A] LAAd FH SSHi%E 2
2% krootl ' ELEESSHAE S R4t PermitRootLogin no
TiER

&% & A4 Arootk 7 il i SSHAE & & 4,

15 2 Jetc/ssh/sshd_config X #49

PermitRootLoginF £ 6915 A yeso
BB e A VEH & N IR 5 8 % PermitEmptyPassw | no

ords
1% & & 1 e AT ~/.ssh/environmentfli~/.ssh/ | PermitUserEnviron | no
authorized keysH 15 5& IR AR & ment
T B SSHELHE A% i (1) 5 5k Ciphers aes128-
ctr,aes192-
ctr,aes256-ctr

WE RS ER B E CRAFP) o @ | ClientAlivelnterval | 300
ik I TR AR R SR E % P i A, )
IPABLEEA
WEHN . REH{EEIERE, %P | ClientAliveCountM | 0
Uity VA T S R BOA B — el , EHEA D) | ax
I+
& SSHHT & B R ~ME B Banner Jetc/issue.net
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EulerOS V2.0SP5 %4 %k} 2 AN HRAE TR
SRBE AR PnE FREIRRAE
W B SSHEME R 50 i e Ay ik MACs hmac-

sha2-256,hmac
-sha2-512
WESSHE WS KIE R A2 S & A | StrictModes yes
JTHOME H 3% Fllrhosts LA AL R AT A
L
18 FIPAMZ SR UsePAM yes
WE S LFTCPH K AllowTcpForwardin | no
g
sftp H BRI, IRKINFOK A LA LIN | Subsystem sftp /ust/ | -1 INFO -f
EHE. libexec/openssh/ AUTH
sftp-server
BEE e S FSSH Agent’ AllowAgentForwar | no
ding
W AT FOVFIE R B & P i v GatewayPorts no
Tunnel b % & 75 FL Y H PermitTunnel no
W B SSHE A H 1% KexAlgorithms ecdh-sha2-
nistp256,ecdh-
sha2-
nistp384,ecdh-
sha2-
nistp521,diffie-
hellman-group-
exchange-
sha256,diffie-
hellman-group-
exchange-
shal,diffie-
hellman-
group14-shal
L] g

/etc/issue.netBK N A “ Authorized users only. All activities may be monitored and reported.”
® )i i [ S
24 Hi EulerOS £ 4t % SSHZ% /™ i ) I i g 1R 2-3 s« &b i A [ T4 /ESSH
HITCL & SCHF “/ete/ssh/ssh_config” o
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Hitt =2 Eil

3% 2-3 SSH Z& Fim ZRA 0 [ SR B 1 BF

RERIRER i 75 MEIRAE
W ESSHEHA #H | KexAlgorithms ecdh-sha2-nistp256,ecdh-sha2-
S nistp384,ecdh-sha2-nistp521,diffie-

hellman-group-exchange-sha256,diffie-
hellman-group-exchange-shal diffie-
hellman-group14-shal

A HDNSE | VerifyHostKeyDN | ask
HSSHFPHEIHIC | S
K EHostKey

(AR

T AR R dh A B AT E P IR B =T F P AR o TR, R KA 2 REERCK
% 732048bits.

SSHAR S AN AT 45 5E IPHb L
HF e g, @i A FSSHARS I, ANAE 2 75 TP b AT 452 iy, 1A
FEiNr0.0.0.0, A& /ete/ssh/sshd_config A H [ ListenAddress At & I .

a. fB%/etc/ssh/sshd config A4
vi /etc/ssh/sshd config

BUARIT:

ListenAddress 792. 168. 1. 100

[REETY
P 1A192.168.1.100 4 1), = S T ARAEE IRF B E .
b. HEJASSHARS

systemct]l restart sshd. service

FR#ISFTPH - Fom i H 515 ]

SFTP/EFTP over SSHIKZZAFTPHMY, X117 I SFTPIHI A S @ UE & FHIK 5,
HEe BB N EctE, ANREH TSSHE %, [AIES X SETP ] LAV; i) i) H sk 3E47 IR
&, Bk Hm B, BB BT

(T en

sftpgroup A <11 Al 7 41, sfipuser =5 A F %o
a. QIESFTPH -4l

groupadd sftpgroup

b. AIESFTPH H %

mkdir /sftp

c. [EIASFTPIR H 3% & EABR

chown root:root /sftp
chmod 755 /sftp

d. GIESFTPH

useradd —g sftpgroup —s /sbin/nologin sftpuser
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2.2.2 STHHBR

e. WHESFTPHIHIAS., HiE&E 2253 #EOSELE.

passwd sftpuser

f. QUESFTPH - B H%

mkdir /sftp/sftpuser

g [EEUSFTPHI " A% H s EATRLIR

chown root:root /sftp/sftpuser
chmod 755 /sftp

h.  f&/etc/ssh/sshd config 1
vi /etc/ssh/sshd config

BEUARWT:

#Subsystem sftp /usr/libexec/openssh/sftp—server -1 INFO —f AUTHH
Subsystem sftp internal-sftp -1 INFO —f AUTH

Match Group sftpgroup
ChrootDirectory /sftp/%u
ForceCommand internal-sftp

& “Bsc” B, AT “:wq!” 2 RAF SR Hvidm i 2 .
(D em
Y%ukEk LaTsfip Fa9 A P &, KR —ANEEA, B P RERANET,
i  HEJiSSHMR%

systemct] restart sshd. service
SSHIZEFEPUAT fir &
OpenSSHIEF ML, FEEFEPATAT AN, BRAATFatty, GRHATFEHMD 4y
L, SR . HT RS, @UCH P N-ok T, B IRE RN KA.
W
ssh -t testuser@192. 168. 1. 100 su
[BAPT:

192.168.1.100 % 7= |1P, testuser X =1 A F o

2.2.2.1 W ENHHNRAEF

PR

¥
pes

$R1

Linux’R B3 0 A8 SO AR, BIAE—A> H SR B (R B 5 2 A SR
R I, Linux ™ 5 B B2 SCHAN F SR 22 4t e SOPRATH SRl 22 4k 2 2
A A R R ARAIE

ZERA RIS KRG 1 B 3. ATHUT SCHERBC B SO E T RUR AR .
(D 332em

/bin/readelf. /bin/objdump/& T binutils rpm &L, Zrpme&Likrpm-build, kmod¥4&#i, B t.EulerOS
LT O TR, X AR IE E A 750k 8 &9 2 K%,

EHCCARR . PA/bin H 351, BRINSRICRZ AR B IR E N T55.

chmod 755 /bin
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B2 BooctEE.

chown root:root /bin

R
2.2.2.2 Bk T ETH
ird:):
RAE I A MIBRF i, AR E S C bRz A P A SO . an R S
B P S8R P R4, T P S B A e T AR R S, @ iek
ISR STAAH  o
LI
$B1 Hid @4 “find/ -nouser” K P IDAFAERI SO, K bR .
S$B2 Hid @4 “find / -nogroup” B HBFHIDAELERISCAE, F IS SCHMER
s
2.2.2.3 A IB TR ICH
izd:):
Tfe R = EEE S, TS EEH PRI, BmiRgwaett.
I
SE1 I T ERRG ST
find dir —type 1 —follow 2>/dev/null
(R
dirAi8 & B Fey Ak, AFFRREALAME FE: /bin. /boot. /usr. /lib64. /lib. /var¥.
T2 WIS AT SLBRER , A an T a2k .
rm —f fileX
(R
fileXBP A FHIZX B9 L.
527 Y

fEEulerOS_F W] BEAFAE HUOTIRALAF e ok i) s Bk C2RE AT BR A, e
WARD , XETFEEATRESA MG CHSS R iH, HAbd TR af
KA . RIZOSTIEME BT, 7 B R AMET b= f kB, Wy S5
e T L%,

40, EulerOSIEAE IR, #E % FFUEFIAllegacy BIOSTH Ff 223 iU, AlCentOS
TRFF—8 A5 S35 grub il S ELERIA R 22238, 2 T BOCYH P i€ i legacy
BIOSKAT 231, TR B “Jete/grub2-eficfg” ;4 F] i € e FFUEFIAR R 22
%?,%%&éﬁﬁiﬁ“mmgwm@”,%%Fﬁﬁﬁ%%&ﬁmﬁﬁaﬁﬂﬂé
.
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2.2.2.4 K ETFTFiHIZR umask B

i RA
umask{E F >k R8T G g () SO AT B S BB AR . a0 S B e umaskfE, U AR )
YRR SRR, fFE—E XK. s as R2g EEMRS, LRG0T
DAEZSZ R H P a0 RN & T IEE R . O T 3mSR pr G SO A H =i e 4
M, W HE Humask{E ~0027. umask{Eﬁi% FRBPR P “HMY” , umask B AALRE 45
" 52 10.2.4.2 umask(BH &

L

TERC B S /ete/sysconfig/init T —47:  umask 0027,

2.2.2.5 MIFRIERNCEH /I EEH

PR
G XA R G T RER A ES, R R G eEE.
LI

BB HIEE RGP AR RS S

find / —type d \( —perm —o+w \) | grep —v proc
find / —type £ \( —perm —o+w \) | grep —v proc

SB2 BEDRIFNE A AR BRSO SR B SRl UVHEBRTEAN), EHREERTE
R o A8 PAR Ay & 2 3 A FR -

chmod o-w <filename>

B

2.2.2.6 BRI at iy SRy {EFABUR

L
m?%?@LTE%ﬁﬂﬁmmﬁmﬁﬂ i LR P i i atdr & 2 TR, i
ARG SR, R AT S TP

SCHL

SB1 MFR/etc/at.deny L.
L2 H/etc/at.allow (1) LA IR 2 A root:root .

chown root:root /etc/at.allow

I3 Fxiil/etc/at.allow I SCAHFRUR , 1 root AT #1E .

chmod og-rwx /etc/at.allow

ok
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2.2.2.7 BR#&l cron #5<RI{E AR

L
crondir & il T IR BIAT AL 55 . Nl (E R P i oronfiy & ZHELAF, M AL 52
e, B E AT A T

N )

S MlR/etc/cron.deny S .
B2 K/ete/cron.allow ] )& I 2l Nroot:root.

chown root:root /etc/cron.allow

FHE3 & Hil/etce/cron.allow [ SCHRUR, L root il 4 o

chmod og-rwx /etc/cron. allow

s

2228 A RASEFRRMFELRY

7 FH
R A DHER . 2o /S Ah S H SR, 8 7R /e S B 3R )
AR ERASPAE MR, FENERWS H RIS R

SEI)

1 EREFRUTEHX.

find / —type d —perm —0002 ! —perm —1000 -1s | grep —v proc

BE2 e RWE H IR B .

chmod +t $dirname

s

2.2.3 NS

2.2.3.1 IEA##%ZESH

15 FA
LS H e L BRI IR PRAS . W RZ SR BEF P PTG I R GE ), X — ARG

H AT G s B, I RERFE B IS R A A TR E A S L RIS ERIE RS
ARttt E i OB B B AR T, A R RS e

I

o

BT FR2-4 N [E 105 N ete/sysctl.conf A H
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EulerOS V2.0SP5 %24 %k} 2 AN ERAE TR
[ Dssem
BANG X TF:
net. ipv4. icmp_echo ignore broadcasts = 1
net. ipv4. conf.all. rp filter = 1
net. ipv4. conf. default. rp filter = 1
< 2-4 RIS E SRR 1 BA
RAEULER pi[E3RY MIAE
FERHZICMP] #5 4 3C. N5 | net.ipv4.icmp_echo_ignore broadca | 1
WAL - sts
B UEE s G B SE PRl & | net.ipv4.confaall.rp_filter 1
M EHRAK, BLAAE T )
SEVEIPHE 1 (1 B, 2 755 5 2 net.ipv4.conf.default.rp_filter 1
FUSRECFL R R, o [ S s Ay e
120,
IP Forwarding A FH I AR AZAUHIIPEL | net.ipv4.ip_forward 0
LIS IE B4 . 0 SR Ak
Mzt
accept_source routeds FLVFEPEEL | netipv4.confall.accept source rout | 0
AR IS 1 8 B I BOR R e
12, PASIR Rl g5 ik 3 1 B0 :
PR R % . I S R 2 % net.ipv4.conf.default.accept source | 0
FFE route
T RIZICMPE E MR 3C. I net.ipv4.conf.all.accept_redirects 0
AL RS . .
net.ipv4.conf.default.accept_redirect | 0
s
net.ipv6.conf.all.accept_redirects 0
net.ipv6.conf.default.accept redirect | 0
S
FTRICMPHE E A1 UK IE R | net.ipv4.confall.send redirects 0
ML RA TN ) )
W, R RS . hE R net.ipv4.conf.default.send redirects | 0
AEFIZIL
BIEONIEMICMPEIE B, A2 | netipv4.icmp_ignore bogus error r | 1
Hidsx B HE, KB WA RKENEE | esponses
FEAEA] o 0 I NS 9 S %
SYN Attackse —Ffullid HH RS | net.ipv4.tep_syncookies 1
PHEAE R G H I DoSK . N
IFil S % I IS TCP-SYN cookiefi
.
i dmesgE S, XA EH A | kernel.dmesg_restrict 1
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SR R RAGE, #Rd T AERE
WA B N R AR RR R, EEA
g et

SRR pi[E3p ROAME
AR BEARGE kernel.sysrq 0
PiAR

WE ARG EEBCR BRI ENLE] | netipv4.conf.all.secure_redirects 0
ICMP 5 5 1] 1 JE 35 2 AR DA 0 5 _ .
B 4% T I X S b ICMPE s [y | net.ipv4.conf.default.secure_redirect | 0
TH S hn I g R T s

T2 n#sysctl.conf XA B I NIZ S5

sysctl -p /etc/sysctl. conf

B

HEREEN

2.2.4 IEHOAE

net.ipvd.icmp_echo_ignore all: ZESICMPIEK .
222 &, EUOT R CARTEUME N0, THERHERND .

{BTT 5 J5 2 20 BB #2082 Wicmp echoid K I HL (2 S EWLES Lidpingid), A
JARYE S PR W 37 s e A T T IS T

net.ipv4.conf.all.log_martians/net.ipv4.conf.default.log_martians: X1/ 5 /5 tH/2H
JE [ EHE AT R H Bl

HFzaBE, EVOTEI CHRrBMERN0, JHRRMERND .

HAETF R JE =il i A A SC VR RO HUAE O Bt 2 A% H R, AEfe et HS RS, i
DO P R S B s 37 5%tk 2 75 0T 3 R0

net.ipv4.tcp_timestamps: X [tep_timestamps.

WL E, @ Htep timestamps CHRIERIME N, RKREPBEBNO) .

{HR K P I I 2> R e TCPAB I B R [ 1t e, IR ARAR Se bl I e e & 5

K LI

net.ipv4.tep_max_syn_backlog: & I SYN_RECVIRZBAFI I H &

ZSHRGE T SYN_RECVIRASRAS I EE, X ME, REMAHEEZHT

TCPEHAE R, — @R LT LIBT ik R GRFER . i F P AR 4 SEBR s FH

S E A IE I

net.ipv6.conf.all.accept_ra/net.ipv6.conf.default.accept ra: Z5H] RGiHZIPv6REs H 7S

T I TIRE -

- BRHRERAN0. HTREFE, @RI, G RS A HHEEZIPVG
% HH A A DI 7 .

- YETERMEAL. B EESA R, B P ARYE L bR I s ke 2 B T
JA BRI
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2241 BEEMERIEZERNESER

PR
BWEMBTRERNESFL, HTEEREARGZAMN R ESEL, UoR
ARERAN ARG R BRI, PRI AE ROt & o RISt ] DA 5 e ) A HoAt
RGER, BRI RGEH H R

SEHL

1% B 0] LUl I E MUete/issue.net SUAF T A R SE I . K fete/issuenet KA A WA B N
W E R

Authorized users only. All activities may be monitored and reported.

2.2.4.2 2 HET “CTRL+ALT+DEL” ERR%

i FA
BAVE RSB RES I “CTRL+ALT+DEL” #ATE S, 221EiZ 00 A] L (R R iR
BRI S EE E K.

LI

5l N i keyboard 1 ) “CTRLAALT+DEL” i N pR B0 e o
[Dmm

do T XG0 R A AXENIR S E ZAA, 4O LERE “CTRL+ALT+DEL” 4, HEit £
EACH

/ust/lib/systemd/system/ctrl-alt-del.target

2.2.4.3 K ELin BB A8

il
TENEE WA Sy AT sl iy, ATRER fa M RS % 4. IR B ImfE (7 1EiE
17— Bt ] Re s B3R .

SEI

H 218 B [8] B /ete/profile A I TMOUT 7B (FRALNFE) #8iil], 1E/etc/profile & i
AN N ECE -

export TMOUT=300

2.2.4.4 % E A FPHIERIA umask B 077

15 FA

umask{E A T AR FOBr G S R B AR . W R umask F{E R BTN, 2
{EREZE P e AR R P IRUR IS K, ARGk i . s & A P B
umask{E 80077, BN QIR H FZEIARR 700, SCAFFIERARR A600. umask{E
RBPIRARET “HMD” 5 umask{E AR K35 751515 2 1.2.4.2 umaskfE& Y.
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B

bk

P

T2

53 7 E/ete/bashre. /ete/profile.d/ H 5 N A LA IMA “umask 0077”7 .
echo “umask 0077” >> SFILE

(steg

SFILE#% L@ PG 6y L4 4 o
W& DR BT A SR J& = Nroot,  BEZH Aroot.

chown root. root $FILE

(AR

SFILE#S % 1P # K 69 A+ 4 .

"

2.2.4.5 & E grub2 MEAS

15 FH

GRUB&GRand UnifiedBootloaderfI 465, & & —MEERSG B EHES, HX5ISA
M 240 (Wwindows. linux) , grub2/&grubfIF+Z .

Agasint, A s grub2 B AR GN RS E: N TR RSN R S S HA
BB, XS grub2 I HEAT N ARSI L8 i grub2 4 A1 DL R A REfE UR
HBH

(D en
grub2 2k iNi% E 69 0 4 Huawei#12, EDUR P 8RB B4 BCBKIN T AL 7F 2 30 B 47, B 995 A e
BE, RNERARER, FREALRBADFHF.

X86 ZEHSCIN AR

$R]1

PER2

1 FHl grub2-mkpasswd-pbkd 2 i 425 sl 2 11 11 4
(R

grub27e 5% $ ik 4% Fsha512,

[root@localhost ~]# grub2-mkpasswd-pbkdf2

Enter password:

Reenter password:

PBKDF2 hash of your password is

grub. pbkdf2. shab12. 10000. DO649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BE49ES 7C5441C89FICIE29A88
BBDC05584706C89F3FEBSA284A8A85738058415F21A8624A0464E34. CCOD536DF0418B75C34351B635BF209E05B02503B244
O0CTFE290843287925E0221860080318EC5A8C8D796B294A2C73C6623B6EAAEO4FFS840EE6FCEDASC29C46

AT
#£Enter password#=Reenter password#ir A A8 ] 69 & 45

grub.pbkdf2.sha512.10000.D0649C25C42DA547B79AD683974DE105DOF0899C 1 EFA4AD34BE49ES
7C5441C89F9CIE29A4A88BBDC05584706C89F3FEB5A284A8A85738058415F214862A40464E34.CCO
D536DF0418B75C34351B635BF209E05B02503B2440C7FE290843287925E0221860080318EC54A8C
8D796B2942C73C6623B6EAAEO4FF8840EE6F CEDA3C29C46 7 Huawei# 124 if grub2-mkpasswd-
pbkdf2he % & B4k, AR E A9 E LR .

] /etc/grub.d/00_header 7R JFEIE MN U1 T 7B -

cat <<EOF
set superusers="root”

password pbkdf2 root
grub. pbkdf2. shab12. 10000. D0O649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BE49ES 7C5441C89FICIE29A8S
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BBDC05584706C89F SFEBSA284A8A85758058A15F21A862A0464E34. CCOD536DF0418B75C343518635BF209E05B025055244
OCTFE290845287925E0221860080318EC5A8CE8D796B2942C73C66 2386 EAAEO4FFS840EE6FCEDA3C29C46
EOF

(R
superusers F H A T % Egrub2 49 B B EF L R A9IK P 4o
password pbkdf2F B 6954, FINSE Agrub2e9k P &, F2ANIZIKF 6902 4 % 5% Lo

HB3 AT grub2-mkeonfighy 2 _FIAME AR .

grub2-mkconfig —o /boot/grub2/grub. cfg

[ARETE

/boot/grub2/grub.cfg & grub2 49 B & A4+,

Gk

AARCH64 ZE#)SLI AR
HIE1 {8 grub2-mkpasswd-pbkdf2 iy 225 a5 i 114

(LD stem
grub27e % H k1% Fsha512.

[root@localhost ~]# grub2-mkpasswd—pbkdf2

Enter password:

Reenter password:

PBKDF2 hash of your password is

grub. pbkdf2. shab12. 10000. DO649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BE49ES 7C5441C89FICIE29A8S
BBDC05584706C89F3FEBSA284A8A85738058415F21A862A0464F34. CCOD536DF0418B75C34351B635BF209E05B02503B244
O0CTFE290843287925E0221860080318EC5A8CE8D796B294A2C73C6623B6EAAEO4FFS840EE6FCEDASC29C16

AR

JEEnter password#=Reenter password#it A48 ] &9 2 4~

grub.pbkdf2.sha512.10000.D0649C25C42DA547B79AD683974DE105DOF0899C1EFA4AD34BE49ES
7C5441C89F9CIE294A88BBDC05584706C89F3FEB5A2844A8A485738058A415F214862A40464E34.CCO
D536DF0418B75C34351B635BF209E05B02503B2440C7FE290843287925E0221860080318EC5A8C
8D796B2942C73C6623B6EAAEO4FF8840EE6FCEDA3C29C46 % Huawei# 124 if grub2-mkpasswd-
pbkdf2he % & B4k, AR A d 09 F LR .

B2 i Hvi L 24T I /boot/efi/EF/euleros/grub.cfg U647 BB N T 7B :

#
# Sample GRUB configuration file
#

# Boot automatically after 0 secs.
set timeout=3

# By default, boot the Euler/Linux

set default=euleros—cl10

set superusers="root”

password pbkdf2 root

grub. pbkdf2. sha512. 10000. D0649C25C42DA547B79AD683974DE105D0F0899C1EFA4AD34BE49E87C5A41C89FIC1E29A88
BBDC05584706C89F3FEB5A284A8A85738058A15F21A862A0464E34. CCOD536DF0418B75C34351B635BF209E05B802503B244
0C7FE290843287925E0221860080318EC5A8C8D796B29A2C73C6623B6EAAE04FF8840EE6FCEDA3C29C46

function load video f

if [ x$feature all video module = xy ]; then
insmod all video

else
insmod efi gop
insmod efi uga
insmod ieeel275 fb
insmod vbe
insmod vga
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insmod video bochs
insmod video cirrus
fi

[ARFT:
® superusersF & T X Egrub2dd MR F R AGIK F 4o
® password_pbkd2F BB H9HH, FINSHAgrub2e kP &, F2AKZIKP O S EE

o
® % 7Tgrub2-mkconfig% 48 % grub2 ¥ £ 4 3 49 4 4 B ATiE 1~ X #Faarch64.
—&R
2.24.6 REBHPER
iRA
B U DhrootBUBRIEN , WA B 50, AR R R R,
SCER
Z R E ] Lol I & X ete/sysconfig/init A N A S5 H . H4 SINGLEIL T & SINGLE=/
sbin/sulogin.
2.24.7 WL X E R F BN
B
A BT, e AR B KERE AR S, AT I 55 R G 4
{6
SCIR
1250 B AT Pl & t/ete/sysconfig/init U4 N 28 SE B . K PROMPTIE AL & N
PROMPT=no.
2.2.4.8 K FRELL I root IPER
i ER
EulerOSii /N GuestOS, 75 Z@idvnefE % i &%, A AR B AR EZ s, H
HrootlkK T & FETLIEEXK RS . T LABulerOSER A AZE 1145 F root i 5 A b b 1 2% ity
I, AT AN AR Rk B, ATOAAR Rz 5, 0 R LS.
SEIR

A8 1 Erootl J1 AN b B 45 6 S A AR AP BR
1. ZwHrootlk F & B &4 U ete/securetty o

vim /etc/securetty

2. VEREUMER T A PR L g OB MtyN, 0. ttyl. tty2%%) o
Httyl
Htty2
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#ttyN
3.0 BRAFSCAEIS, AE Frootl ;AR b o 2 i 6 S BB A4 1k

Login: root
Password:
Login incorrect

225 P O4

2.25.1 Rk RGP

PR

BT RSN, HABK SERNRGIK T . RAERSNRGHIBERH, 2R TR
ARG AbERIE, DIk RS .

X3
s

¥ RGK S 11 Shelf& 24H /sbin/nologin
usermod -L —s /sbin/nologin §systemaccount

(AT

Ssystemaccountig & RIK F o

2.2.5.2 JREIER su fp S Ik A

1A

sum 2 TEARK S 2 [P, R~ 7R ARG sttt A 9% E X sum & 8 ARG 1T
$z41], W eV rootfMiwheel FELL 1K 7 8 F sumir &, BRI Ad K A4S A .

ScE
suriy 2 F0 4 FH 2 1 i A& 2 ete/pam. d/suSCAAFSEEL, LB UTT :
#%PAM-1. 0
auth sufficient pam_rootok. so
# Uncomment the following line to implicitly trust users in the wheel group.
fauth sufficient pam wheel. so trust use uid
# Uncomment the following line to require a user to be in the wheel group
auth required pam wheel. so use uid
auth substack system—auth
auth include postlogin
account sufficient pam succeed if.so uid = 0 use uid quiet
account include system—auth
password include system—auth
session include system—auth
session include postlogin
session optional pam_xauth. so

%= 2-5 pam_wheel.so B & I} AR

B &0 L))
use_uid BT 2410 P uid.
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2253 EOSELE

A
WHE MM EREMZERM T
1. HAKEZEDINFIF.
2. MAAUAEEM R EDIFEFRIHE:
— B/ —ANNGFE)
— 2/ =N REFE
— BN
— B AR T~ @#S% N &F()- =R\ [{1 5" <>/ 2R3 K
3. FARREFIIK S BE K5 1M1 5 —FF
4. REEBHUCNE ZSIREHEKIHO A,
FIA AR fd F - e i
- iy
I T 64, 765 87 8% S e dictionary.txt T, T DA T8 A S5 5
e,
cracklib—unpacker /usr/share/cracklib/pw dict > dictionary. txt
- BT
i B RIS ERSCE, $ATWR aATER RA T HE,

# create—cracklib—dict dictionary. txt

i 7R i LA b i A L PN % custom. txt o

# create—cracklib—dict dictionary. txt custom. txt

¥
et

45 2% B 1) 13 B 18 1T 2 2 ete/pam.d/password-auth Fl/etc/pam.d/system-auth SC A4 SEEL,
BeEWT

H#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam _unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory. so use authtok remember=5 enforce for root

password sufficient pam unix. so shabl2 shadow nullok try first pass use authtok
password required pam_deny. so

SCEAfRAS 01 (2019-08-14) FRALITAT © HENFARAT IR A 7 26



EulerOS V2.0SP5 %4> %k}

2 AN HRAE TR

session optional pam keyinit. so revoke

session required pam limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required

F= 2-6 pam_pwaquality.so B &R

BLEIN

5RA

minlen=8

AL KEEDUEIN TR

minclass=3

N4 EDSKEFR NEFR, BT
KK R A E R 3

ucredit=0

ML BEEENKNE 75

Icredit=0

N EEEN NG 75

dcredit=0

N EEE MU

ocredit=0

BB AR R MRFRR 74T

retry=3

R SER 2 AT LA l3 K

enforce for root

AR B X rooth 7 [F] FEA 2L

= 2-7 pam_pwhistory.so Bt &1 15 R

BLE

AR

remember=5

AN FefE e it 255 g 1 1 4

enforce for root

A E R root K S R RE A 2K

2.2.5.4 & B OSHWH
L]

HTRBZERFHERE, BEDSEZIRN0KR, HRRT7 @R ek 4.

4]

b

1 RUY1 0 1 B 12 Bt ete/login. defs ST SEEI,

TN 22 2-8 7« 2 B A Y

T IEHR AL S A fete/login.defs 1 o 3 mb - B EL#E B R A2 A0S B A 52 il

=< 2-8 login.defs BC & AAFT 7~

REREER P ERRIAE
F1 455 KA RUH PASS MAX DAYS 90

SCARYRRAS 01 (2019-08-14)

FERBUIT A © HNEARF IR AT




EulerOS V2.0SP5 ‘%4> %k} 2 AN E R

SREE A hnEm INERRAE

PR AB B0 4 (1) B /)N 8] B 1] PASS MIN DAYS 0
F A AT R a3 R 3 PASS WARN_ AGE 7

AR

login.defsZ2 % & M FKFRA G4, TREDSORRKIMRIE. RAKREHORF. ZLHE
49 B E Stroot Al F L3k 4 E/etc/shadow A+ 2 A AR 491837, M) vA/etc/shadowBL B A /&, Bp/etc/
shadow #9 Bt & #£ 2. 4& & T /etc/login.defs. D 4dHE A P EH B K, BT 4T R EL
52, TSN kN R G

2255 K EOSHMBEEL
L]

hnl

&

MTRGZEHE, NS ARVFISFEERG T, BOAZNE Ry . EA R ZE R O
LW, BAUERASRE SR . B A NS Sk usha512, 8 EABE
I LLA L5V 1 &, RAE & 2242,

A RN 2 Sk % B B i 18 XU ete/pam. d/password-auth fll /etc/pam. d/system-auth ST/ 52

#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam_faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam_fprintd. so

auth sufficient pam_unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam_faillock. so authsucc audit deny=3 even_deny root unlock time=300
auth requisite pam_succeed if.so uid >= 1000 quiet_success

auth required pam_deny. so

account required pam_unix. so

account required pam_faillock. so

account sufficient pam_localuser. so

account sufficient pam_succeed if.so uid < 1000 quiet

account required pam_permit. so

password requisite pam_pwquality. so minlen=8 minclass=3 enforce for root try first pass
local users_only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam_pwhistory. so use_authtok remember=5 enforce for root

password sufficient pam_unix. so shabl2 shadow nullok try first pass use authtok
password required pam_deny. so

session optional pam_keyinit. so revoke

session required pam_limits. so

—session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam_unix. so
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% 2-9 pam_unix.so B E i AA

BLEIN iR

sha512 1 FHshaS 125532256 114 N2 .

2.2.5.6 BFEMGREIE =X FHiE

A

¥

1

N TR 224, E DA MEBUERE N3, WE T 12l Bue M i
B S BS [a 957381 (30080) o M1 BUE IR, AEMT4m ABCHIE N TR, BUE I 1)
AE R TR T WU, R IR A E SR . R IR B
SRR SR (i MBS S ya R 7§ 7L i B 11k ree ot

45 4% FF 1) 3 B 8 i 12 M ete/pam.d/password-auth Fl/etc/pam.d/system-auth SC{4 523,
[

H#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory. so use authtok remember=5 enforce for root

password sufficient pam unix. so shabl2 shadow nullok try first pass use authtok

password required pam_deny. so

session optional pam keyinit.so revoke

session required pam limits. so

—-session optional pam systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam unix. so

£ 2-10 pam_faillock.so Bt E I AR

BB AR

authfail TSR P8 S RM  FEA

deny=3 FH P R S8 S5 R B0EE 3 3 TR BB B 5
unlock _time=300 WA P E SR [ 30080 (HISZM4d) .
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B BN AR
even_deny root A A PR il rootI 7

2.2.5.7 E su &4

A

N T R G A, BIRER “su” YR P DR 2 w0 H P AR AR A N At 3
55, BulerOSTMMBRIAECE, WEH P EH “su-[user]” #4TH P P)#k.

¥
pes

I & B /ete/login.defsSEHL, BCE W :

ALWAYS SET PATH=yes

23 ZEMETER (for ME OSS)

security toolLleuleros-security.service [R5 L 217, 1EIE17 56— K5 H A ATFHLA
Jash. AT UARYE AYEEE, Xfusr-security.confBEAT M, M ITTIE BIANEAL 22 4= [ 1) 24

R

fEusr-security.conf3CAFHT, AL B AE 7R 24047, BLE DR —THRNA @5y
R, FerhZE—DNID, RKUDME RS, wTRUEE. 55 Z00NRER S, fRAER
AR,

2.3.1 295K BR#I

2.3.2 fnE#EE

ACE AR

2224 N TE TR b i R P G EOI0 [ T R8O I OSSR I 7 oK . T B Fdusr-
security.conf, {74 “systemctl restart euleros-security.service” = Ji 2 4= N[l Ak
550 VB FH P AT TG ) 2 A I ] I A A A8 A 2 4 o [ TR B xsx H A

FH P AT 485 1) 25 [A1{ 7E /etc/euleros_security/usr-security.conf. [F] H 3% T [/etc/
euleros_security/security.conf NI AN T, (IE/T—IR, ANEHFIEKG

A nE T E NN, K TEIE 1T 5¢ — K systemctl restart euleros-
security.service/5, FHTRIPEE C&AER R B K usr-security.conflit B L
G, HEFHa T2 miE ks, CamnmiiiE AR, RARASNR
Do RIABLE, A RS T E . e AR I H SR

{E /var/log/euleros-security.log.

sz e TEASF R AR, AR BT E s IGRE, 1§25 %Y
P FM3.2.6 SCABURAES -

MFRLE NN AR AT @SR, N T AR E IR 2 R @iTIX 5y, 7FEALE
Be B I RHE A @. BIFFECE N A xxx@XXX CHBIASCRAFICE N A
HEAM@M TR, N@xxxXXX, xxxXXX@) , SEFRECE KN EN:
XXX@@XXXo
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BCER

X} /etc/ssh/sshd_configidh 7 it B Match User PS5, 75 BEEALE SEAJE, L
“Match All” o 50, 7EH 5 RS HARN AN, 7TRe 3 Bsshd ik 55 5 3 2RI
NI E T

# Example of overriding settings on a per—user basis
Match User anoncvs

X11Forwarding no

AllowTcpForwarding no

PermitTTY no

ForceCommand cvs server
Match All

d: TR

24451

401@d@/etc/sudoers@wheel

fifE T -

H—T: 401 NIATID;

B0 AR IZAT TR BT R R R

2 = Til/etc/sudoers & B FATHEAT A (1) S 42 /ete/sudoers;

VYT Yowheel K B — EAZ A Ul%wheel T3k (R 7] DLEL & 2546 14T, Bt
BAZATIHERR (TEREMAD

m: @}Eﬁ

2541«

101@m@/etc/ssh/sshd_config@Protocol @2

fiEE T -

1 101 8ATID;

500 mB AT T BT AR R B

B —=Til: /Jetc/ssh/sshd_config FBIFRATIEAT ERAE I SO 2 /ete/ssh/sshd_config;

VY TiProtocol 3 AHIRAT 75 ELULHC 14T & PAProtocol N B HIAT (HITHI AT LLA =%
¥

A 2RYITRATE B Protocol MEAEE 2. HELIABRIER: FHITREI T4
ITEWAENIS S R, iz 1H, AR 7 UiProtocolAE (R A LA
) BI4T, B#N: Protocol 2, H A 'Protocol B LA -

M: 17T

25451

101@M@file@key@key2[@value2]

FEEAIT :

BT 101 NHATID;

BT MR BIZAT T BT 1R E R B T I

I file NFRATRATERAE 89S0

FEVUIT: key HFRATTRIVCECIN, 3R BHFRATT T EICAC AT /& Lhkey N B HOAT CHTTHI AT
LA )

HNI: key2 RERATWULHEL 70T BE/ST CR—EfFAE) : value2 Mkey2){H .
HAREAE: ULECH| lkey N E (RTTHA A 4% HI4T, FR¥IZAT H lkey2 TG 1
W, & Nkey2 Svalue2.

sm: FEREER
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241

201@sm@/ctc/audit/hzqtest@size @2048

AT

10 20 AHATID;

5 " 0ism: R IRATEBAT RSO U R A

S =TR M T A TERAE 1S J9/ete/audit/hzqtest;

55 DY IR B FRAT T VT BE AT A2 Phsize S B CRTTH A DA 548D

5 TR A BAT 75 B W size MM 0A2048 . AR IRAE R : TURCE] Phsize Pk AT
(AT AT LA 4%, SR Wesize S H 2 S5 1 A 25 B 46 Hysize 2048, 5 mE X )
TE T ¥ size B 1) 26— I B 4t
® file: XJSCHFALIRE TEATHERAE
254«
222@file@input. txt
AT -
HT: 222 APATID;
W Tifile:  RUIFATHEAT SCHAUR 5 & £ R A

FE=I0: input.txttP B E T ASAE AN SXHFH S, owner, group, AU,
FLAG, R ERAHESkEIF, #ltn/ust/bin/at,root,root,4555,FILE; FLAGZT A
SUBDIRS, SUBFILES, DIR, FILEiZ#& = Skt SRR BE 04 .

® systemctl: X RS HATERAE
%441

218@systenctl@cups. service@stop

fifb: ST 218 AMATID;

2 " Tisystemctl: R BHIRATE XS systemctl ) R 55 3EAT 84 5

5 = Tilcups.service: ¢ FRATAR 28 1 iR 55 /2 cups.service;
FEVYIL: stop HIFRATTARAS (R AN IR SS .

CIEAVIEE

219@systemctl@avahi—daemon. service@stop
219@systemctl@avahi—daemon. service@disable

® HAhiair4, fitouch. chmod, W20 M ERSTAF A BRI ## AT, 5140:

402@rm —f @/etc/pki/ca—trust/extracted/pem/email-ca—bundle. pem

b -

H—Dl: 402 HHATID:;

B BUNEATRIERE: rm -f

FZTUNBAAT BRAE R H s HUtATC B /Y H B9 ER SCA @/ete/pki/ca-trust/
extracted/pem/email-ca-bundle.pem-

B1%E L /ete/cron.allow:

215@touch @/etc/cron. allow

BB /ete/at.allow H] & 3 «

214@chown root:root @/etc/at.allow

B ete/at.allow AL PR

214@chmod og-rwx @/etc/at.allow
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2 AN ERAE TR

2.3.3 Hn[E 43

TEREAE 24 5E usr-security.conf 3 A J5 @ ILIE AT W1 N F84 0] US4 n 1 e B AR 3L

systemct]l restart euleros—security. service

2.4 MiF

B SCAFBLER B & SCFumask B & 2o

241 HEMBEFRVURE X

Linux 5 Gt H1 3CAF AT H SRABR R 2 e RE I8 I (e Ay 20 SOAF A H Sradb AT il A

fEo SCHATH U RABUR 7> R, G RTRTHhAT =l

A =AY 7 Ay ORI H S AT 5 1 -

o MR SUIFIAIEE

o [HHM)T: EXMrAEAR -ANEABA.
o A IR E AR AR

SCAEAN H SR BRSO I BL R 17 1 ] «

B B ust/src f LI A755, 0B e 9 — L
o RS RIINFE RS # AR, AT, AT,
o A= 101 R AL P BN, AT, AT
o Al 101 F R A A s AT R AT

2.4.2 umask E& X

111101101, & X&'
A AT o
ATHAT
ATHAT

R RSO SR, 2R SR R R 1S AR tumask (i

RifE

umask{E AR IR BRI “AMS 7, BRI B KA PRAE Jk 2 umask (B 5 21 SEFR AR
fHo XAFEE SRR NPT S, BRI S RABUR AT 3T 5447, B—
AN S SE PR A AR 66698 2umaskiE . H 1 SEFREE BLER 977798 FumaskH
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it
o

=

AF WA 5 EulerOS R G HHAT I H W 22 &40 84E, 18 S4590 A\ RT3 T 22 4 4
.

3.1 AP REIR

APz P H R =ANZ K.

32 RAJE w4
A4S EulerOS R Gu it AT 1 2 A 44 4 .

3.3 W28 )2 22 4
AL X 5 K b X 2% 22 4 T B 2 A e R .

3A4EHE w4

MRYEY N BAE N NEH X RGN BT 1 22 4 P 4 .
3.5 KRG MRS L4

3.6 Bk

3.1 REHEPHE

IR 2 H A=A

3.1.1 ZEHIFER

B (5 B BOR K S R, A5 B ARG I ) 22 4 U R ™ 5, 8 4F RGu1E
NEBENMEEAGIZG, — BB, HEmilsLss W, RGBSR, S
HORAAEENBIR. B, FHEMNSAZIRE . 85 B RGN % 2 b b,
SRATA I PRIFE I L AL B2 P ] BEAF AE ) 2 4z )L, AT P17 T W 1 22 4
R o

AR IR S, AN R & TR RG %4, Wi, %1
SR 54 SRR SO R FI, G AU, RIRIE RS54 I
HIIEAT.

3.1.2 ST R R £ 4R

MR 2 Yy (X G E 1, 4B N AT EMAF RO 55 RGEHEAT 7 i
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RG=

=

RGZE A EulerOS HFFOSHRA, R 4EZ =4 4E i 10 H IR RFEERIE R ST LLE W I8
17, DSZEER RS AR AT AT

RGEHEPHINE T ZOTE RS KOS SRR, WEESH. RV
ERAL LI A A -

2% S 22 A gEd (1 H 2 ORI KR 2% 22 4 TR IER 81T, JHRMinfe g xE
MO ERHEH T WM. PR IISEThRE, (1% LM 2SI 4847
RGN %4,

W2 S22 1) 22 A 4 — PR B T G470 B Pt I8 1 47 24 i 44 T B SR S

BRI A BRI ANOVE R, B TR BEZEYEPY L ER SR
[

3.2 RGERE

AR BulerOS R GEATIN 4 LD 1R 1

3.21 RGEMPE

3.2.1.1 =K FE

(steg

LRTATPIGIK P & R AR QK P, A P %% EulerOSH, & “#AFa$f” F@iFLfbit
M, 2~ FREAKF TR,

AL SOV EHUK PG R ER3-1 R (LAISOJE AT A Al 222D -

31 =M FER
LY R4 T PR |7F: S AP
73

root root R EF MK | X86_64. aarch64. | JAH
singleOSS.
liveCD. HMI

bin bin binli F X86 64. aarch64. | i
singleOSS.
liveCD. HMI

daemon daemon daemon/ik 7 X86 64. aarch64. | i
singleOSS.
liveCD. HMI
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3 g M

Lo

R4E

T IR

[N

RPAR

0wy

adm

adm

admllk

X86 64. aarch64.
singleOSS.
liveCD. HMI

BilE

Ip

Ip

ITENAR 5 K

X86 64. aarch64.
singleOSS.
liveCD. HMI

BilE

sync

root

[ 22 Al 55K

X86 64. aarch64.
singleOSS.
liveCD. HMI

BilE

shutdown

root

FHUAR 5K

X86 64. aarch64.
singleOSS.
liveCD. HMI

BiE

halt

root

FHUR 55K

X86 64, aarch64.
singleOSS.
liveCD. HMI

BilE

mail

mail

A Ak 25 T

X86 64, aarch64.
singleOSS.
liveCD. HMI

BiE

operator

root

i (H O

X86 _64. aarch64.
singleOSS.
liveCD. HMI

BiE

games

users

gamesJiK /7

X86 64, aarch64.
singleOSS.
liveCD. HMI

BiE

ftp

ftp

FTPK J°

X86 64, aarch64.
singleOSS.
liveCD. HMI

Bl

nobody

nobody

nobody/i F

X86 64, aarch64.
singleOSS.
liveCD. HMI

BiE

dbus

dbus

dbusfR &5k

X86 64, aarch64.
singleOSS.
liveCD. HMI

sshd

sshd

SSHAR %5 ik

X86 64, aarch64.
singleOSS.
liveCD. HMI

ntp

ntp

ntp i 55K

X86 64, aarch64.
singleOSS
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L9 B4 LY pn A AR
systemd-network | systemd- systemd-network | X86 64. aarch64. | 8

network i & singleOSS.
liveCD. HMI
tss tss tesd IR 55 K - X86 64, aarch64. | BiiE
singleOSS
pc pc rpebind iR 55K | X86_64. aarch6d. | HiE
singleOSS
polkitd polkitd polkitd R 55K ' | X86_64. aarch64. | BiE
singleOSS
chrony chrony chronydfllR %M J' | X86 64, aarch64. | &
singleOSS. liveCD
libstoragemgmt libstoragemg | libStorageMgmt | X86 64. aarch64 B e
mt SPARHERE IR
abrt abrt abrtflk %5 K 5 aarch64 BiE
postfix postfix postfix5F# 1 #E | aarch64 BiE
postfix mail postfix5F# | aarch64 BiE
dhepd dhcpd dhepdfi 45Kk % | singleOSS BiE
ldap ldap slapd /Il 55 i singleOSS BiE
nfsnobody nfsnobody nfsli 55K = singleOSS BiE
nscd nscd LDAPZATSFH | singleOSS B
R FH K
rpcuser rpcuser rpe ik 55 K = singleOSS BiE
saslauth saslauth SaslauthflR 55K /| singleOSS B e
sssd sssd sssdfii %5 kK singleOSS BiE
euleros Cloud User | eulerosi HMI Ja H
L]
EZHET, A
T E%%A,
cloud-init 221k 7
root Al P & I &
%, ¥WEEH
euleros (A 7 4%
THEX) KA
NERFLER T B
Bk R e
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AR
® EUAFAREREHAES, A<MEH, BLELEEE, FEXLN G, B FLHE
LEBH DL,
o FArRE (AR Afsix) Eigik:
#passwd -S <username>

WMANGAE, ERFTPS, WEATZAPFRRARS, TER; FETLK, MWEATA PR
HMET, RTEE,

3.2.2 kP OS4E$R
3.2.2.1 M P HEIPTREE
SN
® LTI B PR, SRR T S
o ERIHIAN. B0, MRS, B,
o MR FTH RS - AE K
o T RAIEMK SN, B IEHRR AN . BRI
® EH B AR Trooth PRI, 75 BAGE (94T % 3 @t sub) i Flrootle .
® KHsha512%} &40 114 AT N,
3.2.2.2 Gl M
TEI IR /NI JE U Bl b, A5 PR B ATARSE 5 SR AR IK S . 48 F R iy S useradd K
AEEHT IR S
AR
1L root B P 3 VALY 3 Ao M I K P o
2{Ei5 AR

useradd [-u UID] [-g GID] [-d HOME] [-mM] [-s shell] username [-p PASSSWORD]
MR SHLHIE S WER3-2.
(D zem

%32 RAIE G FE ML, AP Tilid “useradd —-help” 44 &% m ey £ 43 o

% 3-2 BEMK P S 305 AR

i SRR

-u B4 T—AUID,

g B4 T—1GID.

-d ERHZH R A SR CLEER HS (REASTHR
)

-m FEZH P E 3, W ete/skel FP R SO I B AR
Hko
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¥ SHRER

-M AT AR H 3%

-8 5 AR ) shells

P WEH PR,

tEA

{# Fuseradd. usermod. groupadd. groupmod#4~Bt, TiEFHAEA-p
R--password B4k X E. BB 04 EBUE Rpasswddr 4, EikiF 4
183228 HE o AET,

BRAEZG
o UK AR Jatestiy AT

useradd test

o O —/MdEik 7, HAR H R Ahome/test.
useradd —d /home/test test

3.2.2.3 AR M

LR P RIARMR, s K 0SB AR, S A ERZIK . RS
A-userde KM BRI F

(M seeg

MR K5 2 )6, #4189 Rl & IK T & 4 K AT A 2 & MR 6948 R IR &0 PTAERIRIKS 1, o
MF MR L KR BLGY PR B Fhe A

SRR

userdel [-r] account
R SE UG S WLR3-3.
ARPT

(33 RyE B w Ae9 A%, AP Tilid “userdel -help” 4%t dy S A .

% 3-3 ilRRIK P& %R

P S
- MRz H S TR H 3.

BRAIEZH

THIBR FH P test.o

userdel test
3.2.2.4 W EMKFPHBHH

NORIEK P 224t RO E IR A R0W, T RSt a4 chage k B &K F A 2%

W,
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BRAELRR

chage [-m mindays] [-M maxdays] [-d lastday] [-I inactive] [-E expiredate] [-W warndays] user
RS H1E 2 L3834,
AR

%3-4 AP F Re9 5%, AP T “chage —-help” &4 & m ey £ KB

R34 KEMABENHEA

Y SR
-m AT B N R BN “07 R AR AT Ig &R a] LA SE g
2.
-M AR R R RS BN “-17 R n] BRI I 2 R
.
-d =R U H
-1 I BT BCE . FARRUE PR 2 AR TR 4 BRI A i i
.
1 R, SR RS, B B KRR -
-E TP BRI TIXR, SRk PR
-W F P E 42T, SRATSCRNE S5 B R
(D en
® HHMHEXAYYYY-MM-DD, “=chage -E 2017-12-01 test& 7=k F* testéy @ 422017512 A 1 A
iE .

® User/ 5 #9353 A ZrootHl 7 o

e
& P test A U201 74212 H31H .
chage -E 2017-12-31 test
[ARETE
st FAEIRG P, BT R AR EAE R, o RRE N L R R, kA
PARAEIRAUE B, IR IR P 3 A #£3.2.2.3 BIRK P o
3.2.2.5 T E M AR
TG AT I RN P SIS ] 4L AZEL R R, SRk SR PR AR B R H K
#{EiR AR

groupmems —g group [—a|-d] user

RS HOR I 2 WR3-5,
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% 3-5 LEMFEFH
2% S EA
-2 e e RELH AT
-a Fe 48 7 K n B i e B .
-d KRR IR E R TR R .

BRIE=EGI
o FH P testd 0 B RF AL root
groupmems —g root —a test
3.2.2.6 $iEMK
RPRIE RGN, B A TTHUE N AE AR, 25 L bRg oLt T
B, 8L RS a4 passwdiusermod K 8H 2 K 7
B{EWAR
e K 7 AT A A A
® passwd -l user
® usermod -L user
BR{E2EHI
41 E testllé .
passwd -1 test
3.2.2.7 %K
Bt & 4 2 passwd B usermod SR ARG K F .
BR{EWAR
fifp gt i P AT s 0 R A A
® passwd -u user
® usermod -U user
BR{E2EHI

it Bitestllk /o

passwd —u test
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3.2.2.8 &4

BRAEBLRR

BAFE6

IR IR A, SEE KT R A RIS 7, R R AR BRS04, HE
MBS E SR AR IE AT IR . {3 R Gt i@ passwdRAZ UK 7 14

passwd [-d|-s] [name]
MRS H U 1E 2 3K3-6.
(D zem
%3-6 AP E LT R A, AP Tilid “passwd --help” 44 F 143 m a9 B3 BLH o
< 3-6 fEe OSSR
2% SH AR
-d Mk 2R, H A oot J A4 Rl H .
-s IR BRI AE S, R Arootlk 7 A RefE .
TZH AR ZE IR ESCERTIR T R H 4.
AR

EWMK P O AR R AN DA H oA RIER D
FHE oL, WoLbERHROATRAZK, BRIFLR

2253 F0AALE.

(L] e

® chpasswd@ 4 RMEPH A PF O ST E, to— AR EEHE @7 D22 /etc/shadow T,
Tastob g R iTRlE, ETURET 4, FERAERNGS, FHko Sk
AR H R TR, BERNE,

® EulerOSA= b R £ iR KATIR AR —2, R4 Rbash L #, historyie K AT A bashir Ao T i &
bash¥r 447 B L F AL 09 R AR F X, & FH YL E AT R Bl history ¥, A& %%
A, demfll, 2877 EIR P RASE A EARFREQG LT XBHE, depasswd
I X7 RN I~ 498 E 44 Bl history
egl:
passwd test << EOF
> X &Y
> X &Y
>EOF
eg2:
echo "X #M | passwd ——stdin test
EulerOST# WA P& AL X, WRAPEAGTEIRIERET X, IF A LT R
A PN I A AT A, iE RO B history VARG SF AL, FILar A de T
history -d #7%

linuxi@ FILE], fr 4 A SCREPETER 72, (ER LA B e, = SECHLH
ke T REHE, NEVEMARZAMT N NREE L4, HiEgarniesor
i

Bt B Stestlk S 12
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passwd test

3.2.2.9 ISk FIR4E
TR B B R B NI R, A PR R R B AR

HRAEA
FIHFIK 7 X H 3 1 [1).bash_history X, A& M EAEDT 5L, #R B AR IEEET
WEAE

3.2.2.10 e EM
B G NXHE TR P TR E, RERNSEEEGAERMK T AEE K
Fe
T P RS 22 03.2.1.1 MUK B

#1ERAA

1. FTHF M ete/passwd,  ELIRSCAEHRIK 7 53.2.1.1 FEHLK P BRI R KK P 25—
B HA—H, BUEHRZRIKSFAENRRE, ETCHEEm, N SMER.

2. KERGK,ZEER, BIK ) shell/& 75 M/sbin/nologin (/etc/passwd A 5;
Tha— MBI + B2, WIRECA/sbin/nologin.
[RRE

R 7 il fetc/passwd L&A EAUK P FEE, T HE—ATRE — 7= X A /sbin/
nologin, MEATIZKFT AR BERE L. WREXAZEE, NWEATZERKTTARAERER
% Yo

HARBFAT, B TRAARAFLEDIKP AR, sync. shutdown. halt K5 8RB —7) & A
X A /sbin/nologin, 12X =AMk P AKX EHA, HLREARERE L.
3.2.2.11 RGOS MBRE L%
FH AU REN O NEF LT e iR E, BEYTMARMNNETLERES X
TEEE 30 BRAAE LT N2 532 & shas12,
(ssmm

® %£3-7% 1% Tsha2564esha512, HALHR Rwaayk, RIEBUE R & 4B A0 B 49sha512
mEH R, WwRERA PR A EL R, THRAFHHNZATNK,

® X ¥ i ZRKMRAE Apasswda S5 B 694 E F ik, R RgrubdeF H ik,
37 ASMEBEEESIFE

Bx R | BRE | fEk
B (B | T

des T iz — MO RRINE FE, R 64N IR, Sebr RAE5600H
R, AL FH R o
md5 |1 5 Message-Digest Algorithm 5. mdSHIfER &1L KAEEFEEH

By A0 A2 B AN YTRTA H4i i—Fh R 1A% X
(LRI —MEE A 74 5 AL Bl — R KL [+ 7N 2t 1
ey d)
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Bx R | BE |
B (B | T

B

sha25 | 5 & Secure Hash Algorithm, %455 %. sha2561& H TKEA
6 HRE 2 64 —EHIALIKTE R, shaS12id T K AR 2M28
I T B

sha51 | 6 &

2
blowf | 2/2a | 2 BlowFish#7: F KN 2% 64Bit K & 1 7457 5
ish

#BRAEWER

1 F]FF/etc/pam.d/password-authFl/etc/pam.d/system-auth 34, Ffiikpassword sufficient
pam_unix.so i IS4 (1) 114 I 592

H#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam _unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory.so use authtok remember=5 enforce for root

password sufficient pam_unix. so shab12 shadow nullok try first pass use authtok

password required pam_deny. so

session optional pam keyinit. so revoke

session required pam limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam _unix. so

HE2 BN FESIZR T B PO N SR AR B .
HB3  {T7F/etc/shadowSCHF, EH AT RS AT 2R — 7 BUR IR E 2 5 5 RS — 5

B

BAEEH

o

SB1 EIAIK P root ) D2 % &k, 1 FF/etc/pam.d/password-authfl/etc/pam.d/system-auth

XA, A Fpassword sufficient pam_unix.so & IS0 1) 1 4 0% H% Ashas12.
SE2 BN Sk PR Fshas 125 M IR A 26
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B3 FTH/ete/shadow A, K Iroothk P 55 —F BOE IR AT A “$687 » Ui BHS 15 € 1R
—5,

ok

3.2.3 RG AR S UEH

3.2.3.1 BRFHEIREE
SRR
o /NRSHLL.
®  [XAPIRS BRI AR A A €, TR G 2 A B () AR 45 R 2L
®  SEPAAAE MRS .
© RS Y EBLLLEt SR I JE AT R
3.2.3.2 e EHIZ
GG AT R AR, HERTRTE SRR, I R IR A TR R A
B, B R .
E{E1R AR

T ARG S “ps-aux” BHRG LA,

$E2 BERGAHZRIERE ORIEM P ERNAEAR, STrdEsER, RAEbHPR
EMUN RV VDI

HE3 ARIAEZ &, WHARGGS “kill -9 PID” MR ZiHER.

LR

3.2.3.3 &R S/iK O
G AR R G 2 RIRS, WA 2 A Ml D 4 R

B{EVHER
. H P #4Tsystemctl list-units --type=servicefit & & & R AT H R 5 -

2. BEROGAATEMAMMRS GRIEH P ZENAMAR, FFERSAEZR, B
A e P AR S S BRAE LD .

3. AAEATENIRS, TR 7 MR RS
PArsyslogh 25 A1, Wi #4F:
a. M ATsystemctl stop rsyslogfin 215 1IE1Z R 51217 .
b. AT systemetl disable rsyslogi 4 5<% IR 55 BENLE 51

RIBAEATIE 5k RAINIZIRF A T E Z09IR o
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3.2.3.4 &= F 4 8&E(E
S AN R 2 AN R PR, R .

#BAEAA
B MRS 4 “netstat -an” AFH X HT RS DI R
HEW2 SHBERPEP I D PR, SESARSA 2RI H .
B|3 AT R, AR B LEI, FHILE, WM.

ok

3.24 HETHIT RS 4P

3.2.4.1 HEXHIIE

NRIENH ARG %42, AGERATEEMRERGZNHEGE, HEGEEHSILE

3'8 o

F£3S8HEER

=Ferats B’iE AEHE
messages /var/log/ TSR R N NETHE A H AL 2 48 H (S B
secure /var/log/ TESRIEIE R PR A EEAE B
maillog Ivar/log/ itskmail H &
cron /var/log/ UK E ARSI H &
spooler /var/log/ 1t %news H &
dmesg /var/log/ WRRGNZEBHE
wtmp /var/log/ WP ERHE
lastlog /var/log/ Wk PR HE
tallylog /var/log/ IC3PAM. TALLY4H5E H &
euleros-security.log | /var/log/ 4 b H &
btmp /var/log/ SRR MOE S H &
audit.log /var/log/audit/ HIHIRS H &

[ Dsem

HESMELE, AP THARBERRELEHAXNBDEE R, #UARFOERERABLD 4,

SCARYRRAS 01 (2019-08-14)
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3 gy M

3.24.2 ARG HERANEER

KRG Hsyslogid sk 24t H & .

syslogfgimit = A4: H B B2 (facility) FIEEZK

(level) Xt HEMrRALEE, K HEE RSP EB% . ERba LUdAMH &, ]
LB 28103 73— DN LR H &

HEFR

H &S R levelii 2 WR3-9 (L L FREK ©

% 39 HEZR

level e

emerg BITHENER, BSHAEATH, WRS
panic

alert s BT R AL BE A R R

crit KT IR

err — AR, S5 [Ferror

warn BE R, %A T warning

notice HEEFR

info A fE S

debug Wi fE &

3243 KEBRGHE

FRXAZRFHE

o JIEAZHE

» A4

#systemct]l start rsyslog

® XHARFGHE, MHm4:

H#systemct]l stop rsyslog

BB HEFF XK

R HETFRIPIRE, 4

#systemct] status rsyslog

® it Mactive (running), NIAFF RS
® it Ninactive (dead), N NI HAIIRZS,

HEHSEHEZE

R GE HE 51 I B var/log/ K H B, &

[ o

- WIBRIBR A EE S, s
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3.2.4.4 W EHIHFFXBRES

systemct]l status auditd
® it Mactive (running), NWIAFF RS

® it Minactive (dead), MINRPPIRZS. S iFARS H T 23 T8, @il
FH s a0 R a2 )8 B AR S

systemctl start auditd

3.2.4.5 EFIE T IREE

BRG] DT FHauditetl iy 2K A0S BL S 1S BN THI, o m] DO S CH R0
B HIE N3/ etc/audit/audit.rules LA

BRAEWAR

auditctl [options]
options U {H 1
AR

2 1LK3-10.

FIRAPIEHFE ALK, AP Tild “auditctl --help” 44 & 18 3% m 69 SR BLH

% 3-10 auditctl &5 AR

T

L

-b <backlog>

BE NSV XEL BOAE 64,

-e [01]

RKHBRBINIZH IF RS

£70..2]

BB K WhR iR 0=silent 1=printk 2=panic, ERINE N1. BENZL
AT AL BRI FE45 1%, 0: backlogPRlEE . WAFE RS

-h

HIE LR

-1

2 SO FH S O U P R B 3R

-1

FIH A BRI, AT — 2R

-k <key>

BB AU B e SC i key, key R ANEIL 32 T KA B
Fief, " BEME— % K watch™ A2 B THE 3

-m text

I HrootFl F R IE A 3 [BIVE B2 H tF RS . RO R Giwatchik
B AIL PSS . r=read, w=write, x=execute, a=attribute change.
VPRI RS RIARHEVER], T2 RS WA EA K, read Mlwrite
R RIS X CE, WA TR R log.

-r <rate>

BE SR AR T B BR ], ERIMEDR0, RS TCIRH] .

-R <file>

M file SCAF HR 2 HCHN

-S

PR

-a <l,a>

BRI REERR, aZRos KU BB 1

-A <l,a>

AN BN Sk, BhE a.

-d <l,a>

MAti H ash {1 ATBE S R RE I o
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VAl 71|
-D M3 BT A HO R0 Flwatch o
S[RGHHY | WRBFAAEENRFRA, WeEsh—DiHE e g, Ry
5 all] I AR A TR E RGH, BBV E RS

= 3-11 §EFRZ N7 EA

33 k| HEA
BRGEER | task | JBMF B NMESSEERAUDIT FILTER TASK o 388 AT
21 B fuid. gid%F .
entry | BIIBLNE] RS A i ANBEFKAUDIT FILTER _ENTRY, HT
e HEN B R G0 I 15 B H T A
exit TEINFN 2 R S8 B H 852 AUDIT _FILTER EXIT . T ¥
IR H R G0 R F i 75 ) o A
user | B ORI B H P E Bl pE#E R AUDIT FILTER USER, Wi%TE
MR P AR AR SRR IR 200, X AMER I IR
e E, AV Auid. auid. gidFlpidi A %%
exclud | F T JEAREE RIS AF, X B JEsE R
e AUDIT FILTER TYPE.
LA never | AFEAEH LR,
A fFa — ‘ s
alway | #BEC—NETF BTN, ERFWHAHBHIERE.
S

o EETHAMIopen RS -

auditctl -a entry,always -S open -F success!=0

® i #%¥/etc/audit/audit.rulesH 17484k, K5 DL A I Flaudit.rulesH B AT SEEL .

-w /etc/audit/audit. rules —k TEST audit rules —p rxwa

BRIEZEHI
3.24.6 EHITHE
E{EiR AR

ausearch [options]

AR

T Hausearch H] T EHMIH /5 I H &, EREZE T A FHE RN B A &g di it )5 & H
&

options 54 LB B 47 & 1448 XmanFF 3415 &,

Rl 4R i, ARG BE N AR 2 B AT A N E— B FARID, R G AEREA
WAZJE S AT I FE A o T h A X AND. Wt R ut, — AR, WRea s L%

e
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BRAEZEG
)38 1F /etc/audit/rules.d/audit.rules XU 1 H &
ausearch -k TEST audit rules
3.24.7 £ HEITRE
audit®i T KRG H FHaureport T AT e 1F HE, Kb A S gh, JRAEplie h ik
P =N
= o
RGUEH 0] DU 440 10 75 e B AR s TR S, T = I TS B
B{EUAR
aureport [options]
(AT
options £ # B i B 4T & 18 48 Aman#F 8513 &
BRAEZEGI

et R A

aureport —failed

3.2.5 NIES & 4ESR

3.2.5.1 %3P PAM RHEE

ARG f FLinux-PAMSEILH I S 560 DA SR B ish], SR BERES.
PAM T & — 4 IL S0 (7E/1ib64/security/ H 3% T ) Al—S8f & XU (FE/ete/
pam.d/H 3 F) .

RG] DR 4E4 75 ZEPAMSRIK BEAT (2 240

O<E BT

RGEHNBE NS EIREWT:
1. HAKEZRDINFR.
2. BAELAE “UPNFFEEE (az) « KEFEE (A2« BT (09« FRRTFR”
WA 3
o FVARRERIIK G K RS
4.  ApeESCNE ESTAEAERIHEA 4.
FI A AN B Al F - 171
F P 75 ErootlK 7 1A B BT QUK - AR, SmFITE UL I 5 A B R 1 E .
R TR B, KRGS B Ll & 2 /ete/pam.d/system-auth Al /etc/pam.d/password-auth ]
pam_pwquality.sofflpam_pwhistory.sofiC B >k FH B NS E 4B, (HRMRCHE RE

Fo B~ FEL AN ORI IRYE PR DU TR RS, @B (8 F EulerOS 1 R 3R
WHLE
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3 gy Tt

#= 3-12 pam_pwquality.so Fc EI AR

BLEIN

5RA

minlen=8

SRIEE D LGSR

minclass=3

N&EDME KT, NETE, HFE
R PRI IR o £ B3

ucredit=0

M-S RSN RE 75

Icredit=0

1440 AR AN NS 5 6

dcredit=0

M a SRS My

ocredit=0

B B AR MR 74T

retry=3

R B MR 2 v PLER3 IR

enforce for root

AV E Xroot H F A FEA 2L

#= 3-13 pam_pwhistory.so Bt E I} AA

BLEIN

WA

remember=5

- ANREE it 25U I g TH 1 4

enforce for root

A BLE K root ] 7 A FEAT 2K

A< & RELYETFRFHA

DRCTmESS SEPNLIR

T B /etc/pam.d/system-authFl/etc/pam.d/password-auth 3L/ ffJpam_pwquality.so & ffJminlen
FROME, Wr:

minlen=10

4K 2/ 10407 .

BAEDIRIR

SB2  {RA7IFIR Hi/ete/pam.d/system-authfl/etc/pam.d/password-auth 3£

G

B RHERESER

ARG BB G RTRE 3R G ES0E s M A B 300, I 7 e B e 573
B o P BUEIE, ARATRABCAE TR, U I RIS AR 0 R R N Tl
B B, PR RIS RPEE A

IR TR B, KRGS B fE I & 2 /ete/pam.d/system-auth Fll/etc/pam.d/password-auth ]
pam_faillock.sofi B oK ## ik B & 5k th A HI{E, pam_faillock.sofiC BT I T o
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% 3-14 pam_faillock.so Bt &I AR

BB iAA

authfail A P& SRR A

deny=3 FH P R 6 S SR O B 3 IR B B
unlock time=300 WA E SRS R Y3008 (RISZp4d)
even_deny root [F A FR il root FH F

RGEH REERAG G0 LUEE AT “faillock --user XXXX --reset” iy 2 KI5 2 H F
BT AR RBGE T (XXXXGERT IR 4D

BRI EEESEF R E A

P
P2

su B PRYETA

EESS ItV SR Rnt I (B2 S

fi Firoot /il 7 Bk &R 5t

AT 2, TH2 D8l WAl LUERR S E P R R EE
4R

faillock ——user XXXX —-reset

[REEY

Jo Rroot Bl F A K K O AMBIRABRE, LMFF00 T FAAELEEA, EERDSE
pam_faillock & # = root Al 7 698 5 5543 &

B SCE A RAE I ERAE D BR AT

& 4 /etc/pam.d/system-authfll/etc/pam.d/password-auth 3C A fpam_faillock.so/& fdeny
BEE, T

deny=5
WE AT BME SR, RIS 5 A BRI SO0 K P 4 E 30070
PRA7 18 ! /etc/pam.d/system-auth Fl/etc/pam.d/password-auth £ .

R BN H o FrootFwheelHEAL B A Hsumir &, BRI HADH P Ad FHsufn £ -
R TR, REEE AT BISCEARLHE P Hsumr SRR, E/ET:
o HEMEIEASuEMIHA .

cat /etc/group | grep wheel | cut -d : —f 4
SHPEEL “” 53R
® T suflfi.

usermod —G wheel -a user

user Ay RV Hsumir & I 7
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®  [lizsutiiR.

usermod —G wheel -d user

3.2.5.2 43 SSH
SSHy& % 4xshell () {d 5 . SSHAE H B Al 5, & A 8 56 2 06 A1 H A X 25 iR 45 $2 1k 22
EVEREML . R SSHEMN AT LA 255 157w 72 4 B A2 b 45 Sk 5 1) @, i1 SSHA]
DLXT BT A A5 B BE 34T N85, tB5 IEDNSH S AP, ANESSHARS:, f2451& i SSHAR
SR — i s, SREIEE RGN w et

E{E1R AR

1 fTIFSSHIAD B X 1/etc/ssh/sshd_config, TE& A A1 7 B 5 2 4 N % 5 BRI
. HAH, EHER, HBK.

$B2 &5 SSHARS

systemctl restart sshd. service

s

3.2.6 ST PR4E A

3.2.6.1 & TH PR
REE M R ARIE RSB E S, 5B, RS SR RS 3 SRR
WAk RREH MBI T E SCHFERE AR R 8 261 R A i FH nT 5 i 0 2 H R 1
#1EiRRA
ffH R4 “Is -al [filename | path]” 2 F 48 & XA AR o

3.2.6.2 ISR PR
T AT, AT DRSO BUR T BB AR

BAEAA
S (] RS fr o chmod 4RI
S 71 555 4 chownfEBCHE 3k H 3 U #54L.
4R

BAIEZHI
HB1 B R /binRUR N755.

chmod 755 /bin

T2 8 H F/binfJE F A A A N root

chown root:root /bin

4R
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3.2.7 Rtz S ¥4

3271 RESENAZESH

#BRAEBLRA
o2 4|
S
3
a2 0

W% S ke BE B AN R DIRAS, B 8 03 SE TR KRBT A S EIEZ &
AT WM P ATRCE N R GHER], X RGHEHI R OR R g m R G %4
.

Wi R GidrS “sysctl -a” B AET RS ITH NS EL
R Al R SHE S 2 nE b R E —— A, WHEHEA T E L.

FAAT, WFTH NS H0C B S fete/sysctl.conf, &FEH ILSEA LHHECE
e I, NMfiesHERE SR —1.
®  FINAETE, MFZECE A g R S5 E .

PAT RGeS “sysctl -p” MHCE S HUE LRI A 3K

s

3.2.8 R 2 B HERIEREE

3.2.8.1 K HEEE ML

AR

N T B IR A LA A e FE v ER T O 26 i R B A A 2% JER DR HE B AN e Bl S
BRI ) R, AESREX VRS , 7 B S ) e B AT ARG, B TR
T A e E . A HMFIGUE T PGPHIsha256.

JiiE—: PGP FEELZKAF

o B EBL MR X RIFBAER — BT, — AR R MRS S
i, 2544 SO %7 il S50 L A BR A B RRCAS [R) IR R A o BulerOS AT RIS ML R 2544
AFHCMC T B3R, MBS N IREG QR ER

® XUMIIRSE “asc” , WHAFI T AR AR, BB AR
I & R PO VAL 0] v Y S B A S AR DI
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BAEE6

AR

P A AGNUPG T A #H AT IR 545], AR I35 A& L. http:/support.huawei.com/carrier/
digitalSignatureAction.

HE RRIE T A

Yy K2 HLinux RATHOAR #1127 GnuPG T H . Eshell % A gpg --versionfin &, WIRE
FINHEMEEER, WEHOL 2%,

signsrv:~ # gpg ——version

gpg (GnuPG) 2.0.9

Copyright (C) 2008 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law

Home: ~/. gnupg

Supported algorithms:

Pubkey: RSA, ELG, DSA

Cipher: 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH
Hash: MD5, SHAL, RIPEMD160, SHA256, SHA384, SHA512, SHA224
Compression: Uncompressed, ZIP, ZLIB, BZIP2

Used libraries: gcrypt(l.4.5)

signsrv:~ #

R MET AR E A 2, WA LLBIGnuPGIE 77 Mk (http:/www.gnupg.org/), %M
uhiHFR G, e RS,
R I
®  JASupport3fHX
- SERNEORSCEE (Support) T ML
http://support.huawei.com/carrier/digitalSignatureAction
- NN EIR SR (Support-E) R &bl

http://support.huawei.com/enterprise/zh/tool/software-digital-signature-
validation-tool-%EF%BC%88pgp-verify% EF%BC%89-TL1000000054

(REETY

BARIELESNALHTEOE - NIHE, BRRTREEIE, BEERF ML
#, LHBLHA “KEYS” o

® MBS FR AR
a. Uil AP Ss detdt .

https://zimmermann.mayfirst.org/pks/lookup?
op=vindex&search=0x27a74824&fingerprint=on

URLHLIE0x27A74824 9 A 4HID,  FLH w4 B anB3-1 7w .

3-1 HERNALGR

Search results for '0x27a74824'

Type bita/keyID cr. Time exp Time key expir
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b. R AHE R FAID “27A748427 , TTUB B SR AAE R,
E3-2f17s .

32 EEAARRE

Public Key Server -- Get "0x99ad81df27a74824 "

EEGIN PGP FUBLIC KEV BLOCK——
Version: 5 L. L6
Commerit = Hostroms: Tissermaro. sayfirst, org

SOENEFLEP 3 BCAC t v qecenl a¥ovRoFHpd cB ST Te YeRlvf 5 1T el de ol gua 51 LT S0bdG
R0 L y¥ o VE VHrpag hagS Ty oY P SV A A2 T2 VaHr K0T e 3z 21 Tould] zakpperthw
et DPWEG quafQaGE0G LR B PR et VruBS EeCT £ b T2/ T T4nG0 Vo Peb j0Ga LB R C
2081 1HINSIxHrE 29 peFE o+ JT AV SnE £ 2301 Do fB gwr ] 91 caltind ToFr 2W Fost AIFSE
B¥h TV fvd T4t Boak j0xE/ F 16 IFPr DN IF xSpRiold o4k J0UFg |/ BT B ke Ml 5 £AEER
G DA B TWSOR LA ge 21 nbaF 04T 1100 1o Snb 1T ¢ SHY A 2V p THRw IR HT 1 10h jeniladC Vi
TGl DMwdG gF L DT vl THpE Dy 2dXhwt 37 0RGh 1 TRdLa 55 1h 20+ 0E THEMEARANDQT Se T3 T
AbeDBge TE AT TWC AT IC g =TF ¢ TEARA Blbwe A0 LA TE Tt ¢ dirp Og kOGO A TTEAFL M0 T 4 158
TR THe 2T ob@G of 1udHQGH BACKEF THEg 36 INFuulweO0WaBALE G LLOpESWL o6 cTOHE 1
+Fq 2 lodsed. T ThaweG, G EIHT T IMNanT ik al CzdB8csQ0UnFVEIDTREAF 92 9d? | ATz gzEal
yopozd] M zedd e §7¢Y 5L/ DEWAPEL o] O | § SRGpebDrede gk 1IN 14 D0 2841 12 W e T1+08Hr
¥IC+g IgMeFFEYLS Ival toqpRY cb Do SVEarT KD TR al k¥ BeCnbS AMoSy 3 Oy P2 ubFGTWRLow i To
01 g sl Bhe T1 WokBG2 (e PR TAO IR VR By TA=

=0T

=====FNI| FGF EED: KET BLOCE ===

c. RAYUEEFEINECAM, RIFN “KEYS” 3fF.
HE3 FARY

DA P 8 AR I AR BT E R 55 2%

2. PATW a2 S AL, H “/home/openpgp/keys” & A8 “KEYS”
FAERIBRAE, IO SRR AT .

# gpg —import ”/home/opengpg/keys/KEYS’

BRER T ER.

gpg: /home/openpgp/. gnupg/trustdb. gpg: trustdb created
gpg: key 27A74824: public key “OpenPGP signature key for Huawei software (created on 30th
Dec, 2013) <support@huawei.com>” imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
3. PUTW I EEAHIALER.

# gpg —fingerprint

IR PR RN EE, RPN

/home/openpgp/. gnupg/pubring. gpg

pub  2048R/27A74824 2013-12-30

Key fingerprint = B100 0AC3 8C41 525A 19BD (087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>

P L S RTINS

1. JEHEEWT, OpenPGPAAMISEMETREMREAHAMID. 54, UIDERFEESK
T HP EARBAT EVEMEIRAE . AR Y HIX A& AR F1OpenPGP A £3(5 B
T

- ANGAID: 27A74824

- AHHFESC (Key fingerprint) : B100 0AC3 8C41 525A 19BD C087 99AD 81DF
27A7 4824

- HFID (UID) : OpenPGP signature key for Huawei software (created on 30th
Dec,2013) support@huawei.com

BT RIG, WA B S0
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2. PATUCE A BB A PIHE RSO -

# gpg —edit—key “OpenPGP signature key for Huawei” trust

Ba R ~ME R, HAHARE T EF LA,  “Your decision?” JEHii A

“5” , KN “Itrustultimately” ;  “Do you really want to set this key to ultimate
trust? (y/n)” JEHIAN “y” o

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC

trust: unknown validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC

trust: unknown validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>

Please decide how far you trust this user to correctly verify other users’ keys
(by looking at passports, checking fingerprints from different sources, etc.)

don’ t know or won’t say
do NOT trust
trust marginally
trust fully
= I trust ultimately
m = back to the main menu
Your decision? b
Do you really want to set this key to ultimate trust? (y/N) y
pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
<{support@huawei. com>
Please note that the shown key validity is not necessarily correct
unless you restart the program

3. PATI R IR .

quit

- S AT

I
I
I
I

Ol = W DN~
1}

B AT LG AT AL — B4R T o R S R BT /softf 12 T o 4R

ITLA TR a4
gpg —verify ”/home/opengpg/soft/ X 5. /L. asc”

Ji i s AN T 5

gpg: Signature made Thu 20 Jul 2017 09:55:58 AM CST using RSA key ID 27A74824
gpg: Good signature from “OpenPGP signature key for Huawei software (created on 30th Dec, 2013)
{support@huawei. com>”

H AR 2> FRSA key ID 5 AFHID—8, HAth(E B H R “WARN” |
“FAIL” , MFRZLH R
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3 g M

3 3-15 F B IIELE R YW R )

WIFERIAR

B RS2 5

IELER

AR, WA R

gpg: Signature made Thu
Jan 9 15:29:06 2014 CST
using RSA key ID
27A74824

gpg: Good signature from
"OpenPGP signature key for
Huawei software (created on
30th Dec,2013)
<support@huawei.com>"

PASS

G AN

gpg: Signature made Thu
Jan 9 15:29:06 2014 CST
using RSA key ID
27A74824

gpg: BAD signature from
"OpenPGP signature key for
Huawei software (created on
30th Dec,2013)
<support@huawei.com>"

FAIL

FAEI R

gpg: Signature made Thu
Jan 9 15:20:01 2014 CST
using RSA key ID
27A74824

gpg: Can't check signature:
public key not found

FAIL

B RibE, H2AH
BOH PR E N sE e E 1

gpg: Signature made Thu
Jan 9 15:29:06 2014 CST
using RSA key ID
27A74824

gpg: Good signature from
"OpenPGP signature key for
Huawei software (created on
30th Dec,2013)
<support@huawei.com>"

gpg: WARNING: This key
is not certified with a trusted
signature!

gpg: There is no indication
that the signature belongs to
the owner.

Primary key fingerprint:
B100 0AC3 8C41 525A

19BD C087 99AD 81DF
27A7T 4824

WARNING
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WIFERIAR M S 2245 i EES R

FRAS B0 B R SO gpg: no signed data FAIL

gpg: can't hash datafile: No
data

G AR gpg: Signature made FAIL
04/24/13 10:50:29 CST
using RSA key ID
133B64ES5

gpg: Expired signature from
" OpenPGP signature test
key
<support@huawei.com>"

gpg: Signature expired
04/25/13 10:50:29 CST

A IEE, H2E A% | gpg: Signature made WARNING
AR 06/13/13 11:14:49 CST

using RSA key ID

133B64E5

gpg: Good signature from "
OpenPGP signature test key
<support@huawei.com>"

gpg: WARNING: This key
has been revoked by its
owner!

gpg: This could mean that
the signature is forged.

gpg: reason for revocation:
Key is no longer used

gpg: revocation comment:

VSN IRA BN N2 4 | T WARNING
SCAF

EE

FAMABAESNERELRIEN A, R S AR 69 329E 25 R A7 A PASSH,
F+ B A% ikpublic key finger 7 7T 12 K A ik, ZM AT R %4, R BiE4 R A AEWARN XK
FAIL, WA RIERRL, Ah%eRI, HENT RIS,

W
FHET: sha256K% SCHRAE

AR R

EulerOS & AT Nisokt 3K, isob =1 S35 By 5E BE MR 30 SCAF o« S50 ST A7 e
iso X1 F)sha2564H, RIS FRFE R “XXX.iso.sha256 7 FTzn. dHi 5 LA a6 s
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- FR e S IR SR AN F 3 77 s B i iso SR IR AR, FIWT B MR ISAE & B — 3. Wik
—F U WHiso SO SE B A BN s W SRAR IR AE AN — BN ] DUA A ST 5 1 CB A
W, TEEERE
BRIEZEG
PAEulerOS-V2.0SPX-XXX.isohR A N, SCAF5e 8RR E P TR U T
BB PRI SO R R . PAT ISR

#icat Euler0S-V2. 0SPX-XXX. iso. sha2b6

R IHE S MIsha2 56/ E . PAT A2 T

#tsha256sum Euler0S-V2. O0SPX-XXX. iso
BTSRRI,
SSURS X LT RIS B B R i T — B
R
ST B Wiso SO P SR BT DR, SRR R — B0 T LA IS 7 8
PECL R, B AR
3.2.8.2 SRR I ET

RGUNE IREAT SO e A . e I B OCRR I D B SO HERISCIE . AR SE
RBPOEEE N WS RRIER R G TN -

F Gt ftaudit T HAT SRR Se BRI A, R 377 SRR 2Bl 55377 5 R 58 1l 5K
I o

® JHHiZHRSS

#systemct]l start auditd

® iR
#systemctl stop auditd

33MBERE

B R B K B P 28 22 4 T B 2 A Y ER AR
3.3.1 f N BT

3.3.1.1 B XS N B

Bl K35 75 B E — RN, Plie AR 8 L Re @i . B kI Tiptables
SEEL,  RGE L] DLE it iptables T B B K BE R .

BRI AERE

iptables —S

ER RN E
AT 4 i — MO 1 RE B KA
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iptables —A INPUT —p <#}i¥> ——dport <¥#H5> -m state ——state NEW —j ACCEPT

AR

i idiptables # A 5 KIEMN G, IRLAT A, B KIEE BB KK
oA Kk 5 U AC B 175 2 F iptablestH R B, AL A TR AL,

3.3.2 I;EIENITH]

EulerOSiz FE 2 N2l £ B E SSHAE FEHE N, IRl AS 5577 3 B IR SSHIZE FE B2 N ) 4
ESN

3.3.2.1 R EM A EH

T

SSHZHR2FAE T 3T AR E R T 2545 BIE

o T OIAMIANES S, FUEAMIK PR O 4R LU R RN, (AR 5
SR ek G B ) .

o ETEUIMINEREALRAREIIN, KA RS 5, B0 B
BYIMTIIE. 1514 NERILL, BT TE ML L4, Fablp
i A T

B EHAN DRI
TEMRSS 28 30, & U/ete/ssh/sshd_confighic B SO0 T 7B A :

RSAAuthentication yes
PubkeyAuthentication yes
AuthorizedKeysFile . ssh/authorized keys
PasswordAuthentication no
ChallengeResponseAuthentication yes
StrictModes yes

TE%% F ity fd FH ssh-keygend: A FABAH XS, A2 BOSCAFEAZ T /root/ ssh/id_rsa, #5EH 14
NEE, WE3-3fR .

3-3 £ R AFAE AR

ash-keygen |-t rsa
Generating public/private rsa key pair.
Enter file in which to save the key |[(/root/.ssh/id rsa)|:
Created directory "/ ./ .33h".
Enter passphrase (empty for no|passphrase) :
Enter same passphrase again;

Your identification has been saved in froot/.ssh/id r=a.
Your public key has been saved in /reoot/.ssh/id_rsa.pub.
The key fingerprint is:
e6:ff:eb:d9:97:7e:4b:20:70:8b:26:dB8:d1:a2:6e:45 rootflinux
The key's randomart image is:

RSA 2048]---—+
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HR3 L% ) i fd H ssh-copy-id A P& B IE ik 55 4%, W EI3-471 .

-153" (RSA) to

logging into the machine, with "ssh °
ssh/authoriz red keys

eys

to make sure we haven't added extra keys that you weren't expecting.

AR

Jm R 'V ssh-copy-id 4 43 28 % K ssh-copy-id T £, B F & FAscpFHrA4AE N 2ZAZR 55
HBA X P HAE, BRm RS, E3-5AR.

3-5 EAEAINERERTERS
ssh root@1lS2.16
Last login: Mon Jun 18 15:25:51 2012 rom 192.168.224.1533

3.3.22 ImIEEEEE

&ELA] SSH RS &EIE
o LU UL T A4 A 4T R I SSHAR S %z .

netstat —a | grep ”.*ssh. *ESTABLISHED. *”

W& 3-67s .

[&] 3-6 SSH AR 55 4%

ESTABLISHED

® fHEAILAT fir AL B Ao VFIER B EALAIIPHL AL .

echo “sshd:<net>:allow” >> /etc/hosts.allow
VE: <net>3FIRN LVFEFKINIPHLAL .
® [FH LT iy &35 44 Bl B KR 75 /etc/hosts.allow H L L AIIP.

echo ”“sshd:ALL” >> /etc/hosts. deny

XA RE SSH IR &=
® [HH LR A4 S5 SSHAR 55 1 2

iptables —I INPUT -s 192.168.224.1 —m state ——state ESTABLISHED -j DROP
HAd1192.168.224.1 9 74 % 3w IKI1IP
o IR EIHNONRIRE T W CLWIERR,  WAE R A M B s R
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iptables -D INPUT —s 192.168.224.1 —m state ——state ESTABLISHED -j DROP

3.3.2.3 ImEEANBEFIT

NRERG %4, RAEHRFEGREEEEEANL, HEE B var/log/
messages 3P

HESSHEFHE. A apltnT:

cat /var/log/messages | grep ”.*sshd.*for.*from. *”

THERE

YN RN B LS RGESIEAT 1) 22 A P 1A

3.4.1 MEPYEFR N
HWARGEE K P BITA R, AN AR
o HWERZHIKFZEHWIE, IRNIKF 2D SR,
o IKkFIRIRZESA
o KRS, HAEH B TRAERME .

3.4.2 OSHPEIN
P SN H RGP . AP AR 4% A R80HE NAR R 12 S
T P 22 A SR AT O &
X A (R S A D R
® L ARE EHlrootl 14,
® [IALIELI R SINE, Rk I WAL 114
° D%%EM%@%O
® ARG THREIEE R E N4,
(D ptem

A P4 RvimiT, e R AvimmE e AP AL, AN EFEATNLRARAFK
B & FéviminfoX 4% (KT HER PF#E, FkEANZIHTRIFEETELLEF
iEE) o BA P A ZNAEMABRBEL: wERAZ L, FUNAELERROAL,

3.4.3 HEEEIN
AT HEIR H & 4edn 50 b H B A SR 8.
® L A\MTTARIES.

® AN EMRATR, FRCR& 0 SIS (BEERL Biw . JCESE) EAF
=P

TRANTIIR S WA & AR R R 3
®  [IGAERAT A0 Ja N2 S R, DURE IR =S A
® WifyArAE, HEBHTHEERE L

R SR 21D FORFE BRI ATBE N6 ). RGuns TR0 55 (BAERASEL. B
B SR A MR EILRHE. B RG0NEXT H ST R
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EHRERE

THEERGHE. NABEFHEREHE, HERUEREHEHRB, NAF [
BRI, BHAREE AL R K B TCTE HAT AR, A [\ 2 st e A I S AL B R T
40083021184 A FI KRB,

EfiEHHE

H N 23 AT W& A, RN 0 SCARESMY I (RREL . W7 Jedss) A,
H AR %A 5 B2 SRR, DURETSCH & 318

3.4.4 REVEEEIN
BEWE T ENS KRG HT eV, SR EHIT ARG E KRR, MBITE. RGP
P 1 N X 28 28 B A R T o

EUR PIREAH LAV TR WAL RGEEAT Z eV, PREITE SO EOR
JIR 55 TARIMEL 5

3.4.5 i 33HmE I

SRR R R TSR, AT B, X R TR s A S AL
i%%ﬁé%%@%ﬁﬁw,E%ﬁ&ﬂ@%ﬁﬁ%—ﬁﬁéﬁ%(@éﬁ%)ﬁ
LT 24 ) RGEHEAT A7 BLROETHE, A M AT R R AR, AR
TTE T AT, 70 ARG 5% 51 24 1 1 - 2 S T RGeS
LT R, 4 R N HER A, BT LLIRIRE o T R4 R 4 % A AL 54
R,

TR 2 H Nessus #1743 41 . Nessuslwifltiid TRy e, JWIFZE4SM. Nessus

TR $s T i 17 [Mnessus B M http:/www.nessus.org/products/nessusi#t 17 3£

B,

IR AR WO R R — IR

® R E A — MR PRGN, 0 P O3 A] S A AR o ) G &
52, WATBUERINIRE B RS 4 N BOR TR,

o IR KIMA S G, EHATRED FEMEAER TREIMET R MY
SCRE, JISRAE S B[R] B IR

3.4.6 ZREIN

T2 2B, B N R T &0

® Nl Z R AN R AT RS EIE N A E &

o (EIHTHW AR B SR FT AN 5 AT &
® AT TR RAR, WS MRS

3.4.7 MG EET EEINL

M LEBARGUR LA, IR 2SR SD AR 55 4% N REA M 45 4 b, IERIBAT
TR R e A ) R DL A i Jo SU1 T T i R DAL AT A% A 2 o X 2 4 D R A A
W, TEFERRGBIN T A M2 A . AR A R ML 75 4RI/ IEA Fvian
A, BT R BN 15 BRI X 2% #h AN DL
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A0SR P 75 ST I 4 R 0 e A TR 0 A N 2 E R AR B BRI B A I
e NGy i L EACE T s A S| NG 7 o

3.4.8 BRPEFR & E N
R P RIS RS E R, BB AR YE X B BAR T SR B a0 R AR AL T
7

o WIRIpRA T RAHEN, FONERSR DRI IR Oa e s Dl S f, 1A
R g N G 2 Gl 2 Mo (Rsmi, I HL58 35 B S iU S i A B A

® WUREHRAEGAEEN, BRI TRENRHE )@ 5 N R B AR 45 it A 14
BAo B BIBAFR BUAR R J7 S5 BOAR SR TRENTR 73 B 7 58 St Bl 55 (52
M, ISR IR R T i

3.4.9 # T EEREW

F BN AR AN T R B, BRSO NRAT AN T, IR
ERREARG BlElE. A R ARATANT .

AR
o REBATANT, HHEEABRKITAZRKR, 7 aTH %,

3.4.10 &2 R A0 B AL &

PP 5 BN NN 22 A K N i NAR BRI, DAORIE Bl 2 S iis, T RUR R
PR A = MU R ), R 452K P S AR A1

35 RGRFZLRE

ARFTJEL SR, P D7 190 A8 B R AR 8 B DA i A E [l {E PR X 2% ik T
TR KL AT — A7 2 53 BA K Linux REEHRAEF R U B N EH 2,

EulerOS IR 2 IR 55 AR A 28 Bk 55 85% U RAE — DHLAS LB iT MRS, AR

wN R ORFRAdaemon) » B il — e 2 AN W4 L ER: . XI55 &
WAL AR B T-B .

3.5.1 AR Z R X P&

2%l 55 7T X Linux 2 Gei& AR 2 fafz . DL A& — 28 3 2 @i 51 3R .

® RIS Udr (DoS) « I [ M55 K KB R, ARG ML ik RS eik
R, POV ESZic SOt R N AENME R,

® pAHIHELAERSS M (DDoS) : —FiDoSHdi A, Al G NIRKIPLE:
(BHERILTEEEEL) MRS PATIRE B, 17H AR R
TR

® RISy AR 55 4% I 8 B IRAT AR 55 A sl AR, B A mT ARGl
BOA IER 0 S I BIA o XSS TR Mooy B A7 i Y, B Fe VP ML B e R
g St

® AP M EREBIRERG O 1023 IR 5 25 L UE R LA P oRIZAT . IR
L FHRE A P A Gt i, A e it T A s AT 128 R R P 1 FH P 5 1l
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RSt KIOvA AT RIZAE i AFAE, B T8 H B 30 T RRIRAA IR ) &
gt IHEREVI)E, M A3 TREMFRIFEEIIZR GV .

AR

MR B RSB ATHE, BT MR R S K .

3.5.2 1R AIHBECEARFE

Btk BUAKHTEEulerOSH 2R Z RISy . (HAH LR HSh:

cups: BulerOSHIERINFT EIIR 2545

cups-Ipd: & FHFTENIRSS 45

xinetd: &5 — RH T RIS A IERENE NS, tlingssfipfltelnett 2 ik 55
o

sshd: OpenSSHJRZ#%, & Telnetl?) %4 4™ i

%iiﬁ%?&éiﬁiﬂ%ﬂﬁﬁﬂﬁﬂﬁ%, BRI SS IEH I8 AT . Flan: & AMERATEINL, WA

i Eoups#k £2iz 1T, MEEPREFEE H Fportreserv. W1 AR H:FNFSv3 45 B # AR FHINIS

(ypbindfii55) , WINZEEH rpebind. AMEERT A NS B 7] FH 09 2% i 55, 1 H.
LZAG A C AT T I EAEATT ) 1

353 A REMRSE

1.

AT 2% R 55 # R AN 2 421, BT AT BEORPIAME I AR 55 o 87 B BOR BT B 4 i
G5, X AR T 5 N 2% R 5547 R IO R A AR
AR 9% A B AR A X 2% S0 25 RO AR 55«

DL ISR 177 RAE P 2% A3 B P 4 1S . IR 22101, EbinTelnet Al
FTP, EATRHMESTEERA NS, MR EE R .

- DA 7 AR S U ﬁzwuﬁW%l‘lilﬁéiﬁﬁiﬂ)ﬁﬁﬂ%bﬂﬂéj, XL
WHE HETelents FTP. HTTPRISMTP., 1R ZMZE R4, HLUWINFSHISMB
PLAS TN B 75 20AE P 2% a4 4015 I8 o P 6 058 FH 3 e B U A 5 AT B ol A
AR

A B AN A [ IR 45 R Bl A G rlogin. rsh. telnet. LA K vsftpd.

P 2% sk FshellF2)F (rlogin. tsh. DL Ktelnet) k4 fdiH LASZFFSSH. 1
2 73.5.10 fREESSHA Ksshd.

FTPIH A G e she IFRFE R AERT RG22 4 @, (BB /N OEE I MISFTPR 55
PP ) . G AR FRFTP AR 45 4% %2 4 VRS 15 2 143.5.8 {REFTPZ 4.

82 /NS FH S E T3 917 2K 8 I A5 8 e 9% . 4
- auth
- nfs-server
- smbll K&nbm (Samba)
- yppasswdd
- ypserv

ypxfrd

LU ISk B ITIR B HIESS, (6 fshalfF yhash B0 1), %4 R, fFEZAE
P, TETETEAE A .

- /etc/pki/tls/certs/ca-bundle.crt
- /etc/pki/tls/certs/ca-bundle.trust.crt
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3.5.4 {&F= rpcbind
rpebind iRk 55 /& JYNISHINFSEERPCHR 55 #E47 B &8 I 43 BC A < 7 E AR & IRUATEA L] EE
B, IFa] Uy HAE ) R IR S5 TG ] ) 23 e o 1, DR PR M O e 22 4
(D en

B HNFSv4R A E Zrpebind, FT A Erpebind %4 R % ANFSv2AeNFSv3 8 HiTo 4o R BB 4T
NFSv2 &R #NFSv3/R 4%, %% Zrpcbind.

INARIZATRPCARSS, 7 B DL TR SR AR o

£ TCPWrapper {&3F rpcbind

NTCP Wrapperi& A Wk FIAIETE R, BT LA FHTCP Wrapper IR fill 9 26 8435 B ] AL
Vi Ml rpebind r 5518 B £

FiAh, BREDS RS s e, R EAE R IPHbE . BT I DNS R A1 T 51T
PAOhigs 0144, FT LA e G (s T EHLAA

15& A B A3E4R$F rpebind
Bt — IR G V) il rpebind IR 55, Il 72 iR Ss SR TS i firewalld BRI, I PR D6 L A4 )
IV

PLF f2firewalld Rich Textfr & AN Rw . 25— LI E%5192.168.0.0/24 3] 111 3
- (rpebind R 4515 35 1) I TCPIERE IR o 88 AN A& SEEL A H 32 L3 ] — ity
H I TCPEZE NI R . EFAHEHIEM. LN EEL ZrootH /7.

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="tcp” source
address="192. 168. 0. 0/24” invert="True” drop

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="tcp” source
address="127.0.0.1” accept’

[FIREH, ZERHUDPHLE, WIZRAEH LA iy 2

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="udp” source
address="192. 168. 0. 0/24” invert="True” drop’

[REEY

¥ --permanent’F o 2 firewalld Rich Text4r 4+, VAL ILAKAELE .
P

3.5.5 {RBE NIS & &

“MMEERS”  (NIS) Z&—RPCHRS, TRFKZ Nypserv, T] Hrpebind J2 & AHIE
M2 — R, S5FEELRK TR A TR 4 %LU e BURE B
HEAT I
[ Dsem

RABINALIZRS, AP TUREE ZHITLE,
NISJIR %S # H V22 B AR P 4. e B FE LT BB AR T -
®  /usr/sbin/rpc.yppasswdd: WHFR Nyppasswddfk 55, XANSFHEERE RV P B HINIS

S
®  /ust/sbin/rpc.ypxfrd: AR Aypxfrdids, XASSFHHEFE 0 Sid i I 28 NTS LSS 1%
iﬁjo

®  /usr/sbin/ypserv: IXZNISHRSS &%~ #FE.
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TR 2%

S HIRRETT 5, NISTERCAMREE FIF AN 4. el EMVGENE], T i
KA AR A IR, AR R, R E A INISHI RIS, /0. 3
S b, NISHIBGARCEA S A 24, KAk HARR EAE 2%,

1 PR BELEATNIS RS 28, Jo B AR Barpebind IR 55 1) %4, 1EAN7E3.5.4 {#f&rpcbind
LSS ARRE, SRS AR DL B )

HI T NISIE I X 2% 1% Far U5 S N R 2 s, Py AFE B Kt e, ELAE B R 22 4 1) R 245
ST AR . A 2R ELRNISE R, TR A BBk XK. 12
TECRLRI 90 284 B 1™ B ) 22 A

EREMFREH NIS HiZFEHZ

B PAITENIS RS 25 [DNS LA FINISIR 4, 4 2ENISE (AT 4] o1 B AL AT
PATE R E 5 00 8 A a2 MR S5 28 IR EUE B

Bl . a0 A N2 B A HU I 3 W0 28 BB AR N (G EENRLER A TP Al
HED 5 4 BATE i 4l n] 47 ete/passwd BREG «

ypcat —d <NIS domain> —h <DNS hostname> passwd

WX AT di 3 Eroot Y, B4 A A T vl 38 I BLF iy 2 3K B /ete/shadow SC A -

ypcat —d <NIS domain> —h <DNS hostname> shadow

EE

J X 4¢ Bl Kerberos, #F 4 /etc/shadow A5t T~ 2 1i# A AENIS B4t

BV T T I NISHRSE, 51 DNS ML A — DAL 8, Hein
o7hfawtgmhwg.domain.com. [FIFEH, WRJAIE—A “AFEP)” FEHINISE % . Xk
Yk 25 07 I ZNIS AR 55 7 A8 45 58 Jn IR 4

Ym48/var/yp/securenets 3

R fvar/yp/securenets A2 4 A, BURMAAMAAE (BRI 28 e sl R XA G
L) 5 AR ANISHL AT BT A 25 . B 56 B At A2 A2 12 SO F s 3 D A i/ oA 4%
X, IXFE—Rypserv H 230 B3R [ G RRK 45 175 3K

PLF J&/var/yp/securenets LA 1145 H -1 :

255. 255. 255. 0 192.168. 0.0

EE

HRBANISIR & B0, — < &A €4 Rk /var/yp/securenets T4 o

EABARFFATRPITPIIR AT K ORY, (H /DA BLER HINTS AR 55 4 2 (H iR 55 1) Y
%,

SCE{RRAS 01 (2019-08-14) FRALITAT © HENFARAT IR A 7 68



EulerOS V2.0SP5 %4 %k} 3 LW FM

S ECERSIG O HE A Rich Text AN

AT SNIS SR IR A e 55 45 #R AT LM BE 2046 5€ (3 11, rpe.yppasswddBR4 GZsy 92t iE i
VPR P LS S ) o e NI 55 4% 7 37 i FErpe. ypxfrd Mlypserv /) Fiddi 1,
AT SCVE QIR KERN, DR E— P B 1 N AR B BRNIS iR 55 2 5 7 3R o

FFIX— i, TE/etc/sysconfig/metwork H NI LA R #4217

YPSERV_ARGS="-p 834"
YPXFRD_ARGS="-p 835"

LA Frich text firewalld MU AT FH -5 i) 15 5 Ak 55 #5% P £ 11 BEAT (i A9 190 2% «

# firewall-cmd ——add-rich-rule="rule family="ipv4” source address="192.168.0.0/24” invert="True”
port port="834-835" protocol="tcp” drop’

# firewall-cmd ——add-rich-rule="rule family="ipv4” source address="192.168.0.0/24” invert="True”
port port="834-835" protocol="udp” drop’

XLV, W HAE R 192.168.0.0/24 M 2%, A RS 25 5k R AT 24 51834 F1183 53
M. 25— HFTCP, % —#NHTUDP.

{#F Kerberos IAIE

NISH T NIEERAER, HA B ER R @R, TR Th ERX L8, /etc/shadow i
L H A A B R AR B I G AT AR I . QR NAR 3 AT DAV RINTS I Bl R A X 4 i
IR ABATTR AT CLUSCER FH J2 48 LA R i 7 3500 . ek AT LA FH 25 B Al R e A5 Al 3 59
(0D, 2k i n] LAYS 1) 9 28 L [ 2500 7

K 9K erberos il FZF AN A, WIS L3 f 248 ARG A TS, T AR Gemt BN 42 .

3.5.6 {RFE NFS &£&

NF Syt & Al 38 156 A R A K TCPREAT %35, (H'E RAENFSV3 MEH], 1A 2 UDP:;
FEAEHINFSvAIRT, NFSii &2 L 21 I WA BINFSHS S RFK erberos R 73 4L

iE, YENRPCSEC_GSSWAZAEER ) —H4y . K NEulerOS X #HNFSv3{#i Hrpebind, FT LA
H Krpcbindf5 B W HEIFELEH .

[REE

RAKATRZEIZRS, AP TOREE EHTRE,

E AR 2%

NFSv2HMINFSv3L 4t FoRii, ARt it dma . AL A INFSHAT G 775l
FKerberos1J 518 XA R @47 OE CHIFATIRPEYEINE ) o fENFSv4 ', 7] DL
Kerberos; 7EV2BLV3F, 8@ CAF AR SO TEi2 A% FKerberos. 248 FINFSv4HT,
R AL TNATECE B KRR T, AR A2 R AL

SEF B A EE{RIF NFS RS

NFSAR S5 JE g BRI W 0 AL A TPHhE B AN 35 11, AEET e & 8 A HLAENFS L
FIPKE AHINFSIR 55 AT B T e, BT LAE R B NFSIR S, AT URR 35 S2 bR 4 M9 75
B, 3@ 7 kS I A AENFS I & IPHbHE X B o LTRSS, BHAEAR N X . B KRS B T 5
#3.3.1.1 P K EHN L E
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{REE NFS 3%

M2 AERD, /ete/nfsmount.confiEiFAE TNFSH:EEDT, XafHTRER
F BRI,

1. HENFSARS 5

s =N

AT EANALMHRL, FHEIMHRAGTEHRRA—NLEFA. BARHEE
AT, BPTHE “Bd” IHRAHFEOTER, RRIUHALATRAFHEY
a%o

i Frode BT SO R G S R Oy “ Rl XAEAT AR i S 2 a2 7T o)
HHOU REHAT BN P 8E. REEWRZSRIEL T, A aefiHw
I G, VBNV, WS InR A5 B R B A . IX A A I H 3%,
/tmpFl/usr/tmp .

Flrwie B H sy, SR TS, X AEAR AT I mT PR R . AR Lt
[ A 5 DA ST A7 5 ) B i A 0 85 i LS R 2 A, 3t H s il o 7
DRI ) 484 o o M i 82 ARG T YR TR KU . — S8 P I AEARAT T HY
SSH#EHH E e %hY, PRUILIX th SuE £ H AR . s H & el 8 A
Kerberos 1] PLJF /b XU o

PR A A 7205 AR 2 P A R T H . FENFSHRZ5-#% A% F showmount-efiy
LREEIZRS 2R FHIINE . 1525 HBE 55 R T A 2
B 271# Hno_root_squashie Wi, I H o &AM 23R, DRI AR %k
Wi, B2EE, ESREEZEHnoe_root_squashiEi.
securelE A& A 55 5o 5 & T, FH TR MRS #sum R BE M “ORE” un LT S
Mo BRI T, ISR avrg i “RE” uwma G D5 At 1024)
BHATIEW, FoAfEg ok, B Rl “mE” AR (Elan i ZNFSE
F SRAS X ety o SRR R 2% b, 38 7 22 O R 28 7 i [ root I
AHE, Rk, SR b D ATEEAT RE R R, T IRS AR S, W ARE
NG g ERTd, BREIOR o DA REf e e e @, B iF il RS
kerneros. [ ki, PLRBRE R GHRE R A TS H.
WERATREMITE, K2R A AR B 1. AR, PR B o 2 A BRI 55 IR,
R OUHE AP K ENFSEEE NI A ) Al LUk Hds 5 5 & i .
Linux%& /0] LU H “noresvport” HE#GETUR B R AEEFHE R
FRVFIGIEYE, A4 BB “insecure” T HIE TR 5 A -
2 PSR AR S A e — MBI L. fEH ANFSHR S 2 1) IR B BN, W
BYRE VT ) AR N RSS2 1IN F Y 25

2. HANFSEH

{8 FnosuidiE Tk 2% 1|1 F setuidFE/F . nosuidii I 7] 2% F set-user-identifier & set-
group-identifierfiy, 1X 1] PH bz A it 12 1T setuid B 7 SREUE SRR, 7R
Uity R0 R 55 4 i A5 FH 12 148 10

noexecizE I 1] 4% 12 P b B FTE FTRAT SO, A8 ik I AT B 1k P T R R
ITT XX RGP S, S REHT (BMEA SR XHEREM

=, nosuidFflnoexecik AR S A vH LT .

{8 Fnodevi T Al Bj 1k 7 Bk “ device-files” YR AR5 2 1HE4T AbEE

resvportiZE & & F i L EIE I, secure & AH N AR 55 75 i F L. resvport[R 2
REMH “fREu 7 ARedt AT, “LREE” bmE “R148 7 i 2 OR B 485
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AREERIR

BUA P EFER, Heliroot ] 7o 0 B IX AN IR T2 12 4 2 P 4 FH AR B9 A 9y 11 5 AR 45
FAT IR

HAE, A RAS FINFSHR S #rd EiKerberostAilE . B X AN HEEIET: sec=krb5.

NFESv4 37 5 I Kerberos 47 £, it {f FkebSisk i (5 5e Btk 48 P kebSp A i 1

BRI e FEAE Hsec=krbSHEAT HARN, EIRIXEHR I 2], (HFH EAENFSISS
ar FACE .

NES Ak 55 a3 & [ /etc/exports S, W7 T B BIREL SCA 22 48 L SOREIZ 6 H S 5 Y 20
L.

EE

GBI SAFIT, AR S R EH

filtn,  Jete/exports A H T LA TR i 24T A 5L 5 T Hlbob.example.com3L % /tmp/nfs/ H 5%
(R S AL PR -

/tmp/nfs/ bob. example. com (rw)

P, HTEPLE—AD2HE, X {f/etc/exports i HI LA fir 247 T SEELS 0L
bob.example.comFE = [A]— H 3 [ R AR, FINSLELE “Bra N7 HEERE /7 SR
M.

/tmp/nfs/ bob. example. com (rw)

RF (8 Fl showmount iy i B A CC B UNFSIL S, DLifE L2 N 2

showmount —e <hostname>

WE21{EH no_root_squash &I}

BB, NFSIESE 2froot 2 B0 —ANERFBUT P P, Binfsnobody i1 iX
S BT A root B [ S I T 5 4 B2 24 unfsnobody, 3% AT 11 Fl setuid 7 41 5k 1 8 2
o E A

3=

4= R 4% Flno_root_squash, #f A iZAZroot Al P 47T VA & 22 F XA & 40P 694477 S 44,
HETRERL G ARFLLCH P HIMAT,

NFS B A &

NFSv4 2 EulerOSERININFShiiA,  H ' B3R H X TCPHF /20493 1. W12 ff FINFSv3,
AR 250 T BV BN, W NIRRT .

JUNFSvV3HC & i o NESAH A3 1152 Hrpebind HEAT 51 &40 BL, 78 B BB 85 300 i
Al RE S IE A . BERALIX AN IR, 20 F /ete/sysconfig/nfs SCA 8 & A3 (1) i
I

® MOUNTD_PORT: HT#:# ) TCPHMUDP; - (rpc.mountd) .
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® STATD PORT: AT E/RTCPHIUDPIRZ K% (rpe.statd) o
® LOCKD TCPPORT: H T nlockmgrfJTCP¥ii 1 (rpe.lockd) o
® LOCKD UDPPORT: HFnlockmgrffJUDP%f 1 (rpe.lockd)

o
S} ==
/_{-:un

AR SR RN TR CR S, B KT E, THRHD 5 AR
TCPA=UDP#)20495% ©@ (NFS)

TENFSHR S % BT R4S %8 i 4T rpeinfo -pan4, A A& Firfdi F 3 I AIRPCAR .

3.5.7 {RFE Apache HTTP R & 2L 2

ApacheHTTPA 1R 2 7] FH (e A AR AT F T PR [ Apache HTTPAR S5 &8 %2 4. LA /Y
W Z A2 T {1847 Apache HTTP R 55 2% i iR FH A1

[REEY
FARBANREEIIRS, F P TORIBE 2T 5.

TEBNAEFZZAT, — BT AR I RGHIsT. Hoh, TR R GroothH A4
ARRE NG A BCH CGIFEAT H 5. EMEIX—ri, WIZUE ArootH] Fig 17 LA T Ay
A

;Eo&n root <{directory name>

chmod 755 <directory name>

BT B NV TEAE F DL R G B R T (FF /ete/httpd/conf/httpd.conf HEATEC B -

® FollowSymLinks

HEFR A NERNE F DR A O R 455 - 4 22 21 X DT IR 254 ) SC RS root H S, IR ER
1IT9. B, B7108 “17 SRR SRR

® Indexes
BARMTE S NEON G A, (B EA B, By b Uy A 35 0 YE e AR 45 A% B i s,
IR IX A4

® UserDir

NI HR 2 AN RGE R P K P2 e, P LRSS F UserDirfe 4. 224E
g2 LI AP H 3%, ZaiE L2

UserDir enabled

UserDir disabled root

X EEFE4 F T froot/ Z AN AT A I P H 3%, ATBOE P H S0 X — TR, EiAE
AR P AR PRI, Z5AE UserDir disabled iy 24T ¥ UL 22 k& 43 g 1) FH
IER

® ServerTokens

ServerTokens¥g 242 il 35 IR 55w a B AR @Sk A5 B, XfEESEERSE . BaE
ANFRPER, B THSE, TP T E o HEAE.

a.  ServerTokens Full (ERINIETD) , $REELFTETTHGEE (0SS DL BT A
HO o, .

Apache/2.0.41 (Unix) PHP/4. 2.2 MyMod/1.2

b.  ServerTokens Prodal# ServerTokens ProductOnly, FEfitPL 15 E:
Apache
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c. ServerTokens Major, F&ftLAT{ER:
Apache/2

d. ServerTokens Minor, £t F{EE.:
Apache/2. 0

e. ServerTokens Ming{# ServerTokens Minimal, 4t F{E &
Apache/2. 0. 41

f  ServerTokens OS, 2L TF{EERE:
Apache/2.0.41 (Unix)
HUAd FH ServerTokens Prodi& T, IXFE—3K, WETEXEEWLIESRBERTE R
FALA G R
[RRE
i 47 M % IncludesNoExec#§ 4. ZRINFLT, “IRHBsr#N”  (SSI) A3 LiA#ITH

b AL E, ERERERAIAMLE, BAETREANLEHER LD T 6
4

fIBR httpd 5K

TERLAENL T, Bl MBRER 2 fhttpdii s, DAPRBIHTTPARZS 2 10D6e. ZELPx—H
(1), TN AT INERE, %247 F TN AE /ete/httpd/conf/httpd.conf S
MR s i, EEMBRAERRIE, U@L S R Hlar TR “#7 E5,
T B A AT IS IR

#LoadModule proxy module modules/mod proxy.so

TR, Jete/httpd/conf.d/H AL T AT FH A () i B S

3.5.8 {Rf% FTP &2

FTP BFER2

CAEAERTEML” (FTP) & — B IHITCPEMY, FSkiE T W28 Lot . BRI AR
S e AL R BT A AR S, BLFER FONE, #EARE N, FrPAUCNFTPZ — M A 4/
s, H Sz T B .

(R

RGBT R LIRS, AP TOARSEEERTRE.
A% A e AT H T % B vsftpd FTPARS .

R A4, AR PSR S REE . BOAMEI T, EMEEEE TR
AER, R EE RE RS R RG99 5

FoNvsftpd B US55 B, MIZILE /ete/vsftpd/vsftpd.confXCAF FRR I LA T 154

ftpd _banner=<insert greeting here>

& 3A5 BCA B e FIR TR 4 Fif)<insert_greeting_here>.

WNTZATEEME, mIEHE R . ERMZinEREE, WG iR E
BIRN4 Alete/banners/ [T H 3k . EARGIH, HTFTPEREMHERE X F/ete/
banners/ftp.msg. LA R NSO B 7R -

s Hello, all activity on ftp. example. com is logged. HHH###HAHE

EfEvsftpdH 5| XA GG B, WZTE/etc/vsfipd/vsftpd.conf SCAFHRIITLL T 454

banner file=/etc/banners/ftp.msg
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E&inie

RPKP

] LURIE Y IS B3R 45 FH TCP Wrapperf17E N iE#:

[var/ftp/ H 3% FIAEAE AT OE BE 2K o BB IX AN H 3% A e a7 B0 g 70 2 22 B vsfepd B4
i, XANBHEEAE S @S W, FNELHPRE B0 R ESERUR

FAEOL T, AP ABEE AER H K.

=
III!EE%III

o R B MXMFTPR G B E L7 F, A AREEZERABBHIBEOLE.

e [EH btk
BRVrE AR P EAES, A BAE var/fip/pub/H AR B B 3. BT R
1, WIZIAE ArootFH F1ig 47T LA R i 4
# mkdir /var/ftp/pub/upload
N2, FESORRR AR 1B 44 P B 1% H R I 2
# chmod 730 /var/ftp/pub/upload
% H W PEAE UF R SR Bs

# 1s —-1d /var/ftp/pub/upload
drwx-wx——. 2 root ftp 4096 Nov 14 22:57 /var/ftp/pub/upload

FOVFRE 4 H P AER S A8 H s st IO B N, X2 AR fE R A o
Fhb, fEvsfipd T, TE/ete/vsttpd/vsttpd.conf XA HH RN AT

anon_upload enable=YES

- ==

.
A=

AFTP R R 20y R 3T R 2 B 6y P Ao E A BATINGE, PTARITIRL AR P
IR PR P T R 4 3

B M vsfipd R I FTAE H P IK P, TIZITE /ete/vsftpd/vsftpd.confrH s I LA T 54

local_enable=NO

BRI P o BEAE IEFTP S ) pRIK P 8 Re R ZELIK 7, il tiroot FH P 5l
sudoRFBLHTH 5 B (a7 B i) 7 VR a2 A FHPAMA 3R S . H Tvsfipd I PAMIEE B SCA4:
#&/etc/pam.d/vsfipd.

W R] AERRAN IR S5 o BRI 2 P o
B Evstipd P 2 R E K 7, 7 7E /ete/vstipd/ftpusersHH s A 7 44

3.5.9 {£FZ Postfix IR L

Postfix e ML (MTA) , B8 MBS AR P (SMTP) fEHEMTAFIH
TR P el E AL AR 2 MR TR R . BB ZMTAER AT AAEA e 18] hn
WM, HRZBHFFAIFEM, B AT AT A LW 4% K52 B B BB A AN 22 42 1)
VB . Postfix E fLSendmail il N EulerOSER A FIMTA .
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ARETE

RABATRZEIZRS, AP TOUREE EHTEE,
VAT F Postfix i 5% 1 A P ek AR 1) it

BRI+ 2 Ak 55 Bo

RUA HE T I A AS L, B0t 3 mT DAAR 25 5 M A5 R A4 o) IR 45 2 b AT vk K By, S8R
“iflss . It} ete/postlix/main.cf SCAFHH T HE 2 HEAT BRI W, mT DA 250 B E 2k
Bt o @ e CAfAAENAR S MRE, B2 LT A&, 4 B E i s in 21 B 75 (1) 458

Sk,
{directive> = <value>

LAR — 2 F1 464 7T F T PR 4 48 A 55 Moty :

® smtpd_client_connection_rate_limit: FALI AN, AR5 P 208 51X R 55 4T3
BB RIE . IREBRMAEAE0, XSGR N, 257 AT IR IR
H 5 Postiix AR IDEIE B —F 2 . BRATEILT, FTHERRTEG AT M4 %
Fo

® anvil_rate_time_unit: I A §L IO TR RBI TR . BRAE 601D,

® smtpd client_event limit exceptions: MZEHZFIHCR [R Gy & T HEBR IR . BR
WIEBLT, AT HERRE G AR R 2% % P o

® smtpd client message rate limit: FAZEFIA]PY, 287 R 3E4T 15 RAL 315 B A
KIKEL (AEPostfixe 5 HAHEOX ELEED

®  default process limit: FEHEHFE AR 25 HIPostfix TR FE BRI B KA . XA PR il T B
A N #E master.cf 3 H A € IR S TG o BRIAIEOL T, THAE 100,

® queue_minfree: 1ERAFISCAFRGEH, FEMOHEIE PTG B/ AT S E] (A5 9 51
A1) o Postfix SMTPHR 45 & f8 F it s 4R HI k2 5 v] LARUS B A . BRSO T, 4
A 2 E] [ i/ ME /N Tmessagesize limitf) 15750, Postfix SMTPR 55 #% | 235
#MAIL FROMAE 4. BRI @ — AN s i m] FH 2 (el e MEL R e, 258 A4 il e
—/~queue_minfreefd, H K/NZE/D>Rmessage size limitf71.56%. BIAERL T,
queue_minfreefH /&0

® header_size limit: H T /75 SR KNAFE (LT BAD o WRAREER
K, MBABEHBEB D& BIAMGO T, {E 4102400,

® message size limit: {5 NAME (L RNBEAD , GFEEEEE. BIMER
T, TR1E 910240000,

NFS LA X Postfix

TH 1K MR Espool H 3%, /var/spool/postfix/, JREINFSH:ZH L. FIANFSv2FHINFSv3A
SRFEXT FH P IDAARFIDR 4z ], B AP ECE 352 F P o] LA AH E I UID, 4210k
RIS EAR b PR HIS A2

AR

FENFSv4F 4% FlKerberos, #LAR4A H I 0L, B HSECRPC_GSSHAZAE 3 R AARIEUIDHE 4T
NG, A28, RIFILRTZROAHE B RABINFSEFEF.

REMABBHRIR P

kG A B P R Postfix IRk 25 % ERIRTR, B ap Lkl - A e i B HR A R
Vil Postfix IR 5585« NIZAE IEHRBAF AR 55 #% L (shelllk P 5 1], 5 H/etc/passwd SKAFH )
Fi 4 shell H F #3713 5 3l /sbin/nologin® (f§ 1 root 7 Z4M)
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M Postfix P&l

BAAEOL R, Postfix i 13 € v RAGTAT A th [A] B bk, AT DL i 25 7 /ete/postfix/main.cf 3L
PERAZSE

% /ete/postfix/main.cf3 1, LABLR X H3LF Fllinet_interfacesfir 247 :

inet interfaces = localhost

KR DR Postfix W ARISCR B AR ST AR K B ML RIS R CRhinsg RHE 554k
) o REBRINBCE, I HARY Postfix 32 45 it .

inet_interfaces=all& & 1] FH T-MI B At 3 HLRR B, I H o VFPostfix i Wy BT A 42 1 .
3.5.10 RFE SSH

Secure Shell (SSH) f&—AMEAIIR% thist, AT 5e4 (I3 5 b 5 G647 3
W JEIESSHA LA (5 B A2 IS, PTGt

mEEF

SSHEZRFAE AN s P18 s i, 3 b A (AT 2 22 4, A SR AT AFEIX A 7 ik
HHAZFER T EME &, AN N Z R INIE. A R E ] 2 FA
ETEREZER, WESHZMINET .

AT R NS BATIAE, TE/etc/ssh/sshd_config L1 H ) Pubkey Authenticationfit. &
R FEBREN “yes” o WEEFEE, XEMINEE. fPasswordAuthenticationfii 2 1 E
N “no” , NUIASSCHRHE I 5 5%

{3 Fissh-keygendir & T LA BSSHE B WRAERAT LB BRI, V4 SSH
Y1, WIS ER2048RIRSAT WM . FEBRINIEIL T, BB A7 (E~/ ssh I Srf o (T LA
FI-bUI T 3 AR . TR UL R, 2048 R0 B 4 L0 T

i~ sshHFH, REEBIHANEEH. iz Tssh-keygentin 2 0F, W P 852 X FhER

INEDL, I8 BT A O 2 a4 Nid rsaflid_rsa.pub, - H o ml&H AHMAH. H
JAR I ORI FARH K R B AR SC BT 3 A AR AT NERAS T, (AT

TR R, AHNTEEALIR B P EE R RS . FH P AT LS H ssh-copy-id i 2K
FERR B AR R4S 25

$ ssh—copy-id —i [user@]server

XA A2 5 A A I N 2 Ak 45 2% L 1~/ ssh/authorized key SCHFEH . 24 Pk BV & %
S5 ASIT,  sshd~F 4 i RE a2 o 25 b ST A

[EJAEH, X T 2605 DL R AR UEAL ], P RO 3 5 U SSHEEBH o IR A A5 (1) BN
fix, TEHH{R Mauthorized key LR R Bk T A AN I 4H o

ZFIAIES S
i Z P GE T EECH Z R ZOIE, SRR LAFT IR & Ui, 58tk &
G UG IEMNAR . ZR M Z R FINES R RARIH 7, AR Brd $8 € A
WETTVE, A RefF BIFRAGHAT U

1% i /etc/ssh/sshd_config 304 H Y] AuthenticationMethods it & 54, 75 & B A# F FOAIIE
it
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ARETE

1R ATT AR L S WA & INET EF1 R, AP LRRTRE S —WI Rk Lty EMN Tk, &
FREARIT IR, BIERY, FAKET F0 LARLAMET 5 [,

Bt

AuthenticationMethods publickey, gssapi—with—-mic publickey, keyboard-interactive

W AR S S R T I P 2 8 publickey A UE Al gssapi-with-miciAiiE, B Zpublickeyih
ilE fllkeyboard-interactivetAilE, 54 H A 18 A iR ) AuthenticationMethodsfis 2 it 17 i B
[Fsshd~FAP AR A BRAS B AGHAT VT il o TEVER, BN ITER BV UE 7 1B X B
MFIBCE RS (Fl4n, /etc/ssh/sshd_config {4 H [f]PubkeyAuthentication) , 7 I #EffiHh

=P
Hb 5%k SSH &£
o WA

3.6 MR

1 EulerOS AT AL FISSHPIMX, BN i B 38 47 S SSH-1 LA A2 SSH-2 i A< K] 3
W, HE B FHSSH-2fR A I M . SSH-2f A LR IH AR SSH-14E T — L&y ik
B, I H R 2 B e B ik T R 75 4 B SSH-20 74 AT H

AV P SSH-2, 35X AT AESSH M SURT BT A5 FH A DA GIE AR a TR ) O 8 A 31 B oK
k. i8I AE F /ete/ssh/sshd_config 3 AFH i Protocol it B 454, T 15 & sshd~rF 3 HEFE
B SCRF I RR A IR B2 A AR A I E . BRIA R B AR 2

Gl A Eayit]

BRIANTEOL T, ssh-keygenfin & 24 ili— X SSH-2RSABRIN B EH; i -tk Wi, JEILTR
A B WA A K DSABECDSA% 4. ECDSA

(EllipticCurveDigitalSignatureAlgorithm, il #h 28 % 725 44 5% 15 [R5 (1% HH
KRN AR R .t T A R I
JEBR A i
BRINTE DL, sshd~F 4 b fE 2 i W22 2 i 1o 5 50 239> R 2 BT H
BN & F T IE R By, ARG N He 22 4 . i {8 F /ete/ssh/sshd_confighit &
A H PortdE 4, AR . IEEFEE, BERVHEAIERR A T, LATE
SELinuxZBRAN K E . L /E Aroothii A LA T84, 1EMssh_port tSELinuxZ$%Y, W]
PLSE R 3 A -
# semanage —a -t ssh port t —p tcp port number
7E bk 4r, FPortd 448 & KB 154X ¥ port_number.
JEroots 3%

WRITCTAE FrootH & 5%, MNi%{E/etc/ssh/sshd_config X4 PermitRootLoginfit
B W E no. EITEEIE/E Aroot ] 7 Bk, EEE T LLHEZEIH P &35
1T TH AR A%, B2 S5 3R T roothL B

3.6.1 ZEHIFEEIIFER
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3.6.1.1 HéERsR

3+ 3-16 H4EIPR

HE3PIR | ELRRME ¥t Ri & e
KHO | EE4RGNKFAHREEZ HRIFEEKF, HELETNEHR
ASYEdr | RIS, FTIT SO ete/passwd, I | AT IR IR P, 202, g R B A
1SRN NER ¢ FA RO, BROHREIES N
3224 BEK AR
BERGK S REES. T | HRIE RS0 (fshell A & /sbin/
XA /lete/passwd, 12 RGUK T | nologin, I RKE HAZ .
Shell & 75 4/sbin/nologin .
HEd |2 N3243KMBRZEHE, & | ERNAGHERE A, SN
e | B RYGH SR B M . 3243 MBRGHE=ENHEHER
é}ﬁo
BEZN3243 WEBRGHE, & | Wi ARwmEHE, 5303243 0
HHEREGHH . RGHEEN R HEZRS
W5 3244 MEHTIFRER | ERIE T RGHH, HIAEER
&, BEHITRGR G FMA. BERGIFEHEIT RS, HEITE, i
2 13.2.4.4 REBEH T FFRAOPRES, I
JAH RS -
1 Fauditct] -15% 2 % /etc/audit/ WR RIS A AT, WA AS 2
auditrules3CHF, fINEHTFRIER | BAH, ANEEPIMMERZE TR
BHAE,
WS | KELTTRAGARSEERETS | HA4A -8 BCESEE SR
B | WESEYIE 3 g, BAREEEiES 3271 RES5EB
NS
Biokd | B4 “iptables -S” BHEBT K | BB KB G A EEGHN, 0
RS | BEEE S A, F AN N 28 BB L, U] S B 1%
P N, EAKERMEVE Wiptablests 7 -
3.6.1.2 A 4ipsR
R 3-17 A%
#ip | BRRME ¥t RIt&HE
5y
M| K A RO R SR | A RE], I T @ SRR
M4 R E E A2, Ak P R E AR ERSEH, A RE,
Y DA B 0 LA P PR S K, BAR R AR

2 013.2.2.4 B F FE .
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Heip BixiRME *t RIFEHE
I
W2 3229 MK | ARSI REERE, BTUESE, SA
fE, WESKPPHEERE | RS RERERR.
ERTB R
N 5 03.2.3.2 AR, R Z R EAE, K A B
k%5 o A A AN A B AR
i HB
W2 N3.233 WERS | HRIAZ RIS, WK MHER.
H, RELHHZRIR
%o
W2 N3234 EENE | HRIAZ im0, AR EAEBEF
BE, KERGAZAR B H T, NS
1. AEER AL .
R H5 3243 ERSGH W HESCHRE R, 752w B A B B
Bt &, A HEAEE
Y
NIE WZN2253 BREOSE | HOSEREREAWLER, MiZ#K2.2.53
TR | R, REOLSEREER | REOSEREBUOLSERE, FHMHL
Y BREGHEEXK. BK,
W2 W e R A% FOE R A RE R E AR, WIS
P, RESFHERER | FHERELEPBEU RGOS S BERIE, §
BREGHEE. Him R EKR
ES sl fREEY, B | HHPARAZE % sublBR, % sut FR 4E 3
MR G B A sut R H (WSO AE 2 P T subi PR o
F S N 1% E A subUR
%2 1.3.2.5.2 4£3'SSH, AL MERA—SWER, HHEE
A SSHELE & 7 5 B, D)% HEBRAE T B W L O 5
2.2.1.1 fnESSHAR %+ —
£
A W2 N3.2.6.1 B | HSCHRBREE S, N EHER, #&E
PR MR, BEHPIRESH | BEEBK, 53 01.3.2.6.1 BB SCHRR &1
Y TR, BT ALBR -
3.6.2 MA&HSER
EulerOS A+ 43 5 xIsx
(R
EulerOS#1F 2 o & T RAF A A M E, % ZRedhatty s B &, X 2 A ZEulerOS A 5 4 fip K A=
bt T BT RBAA G A, AP TGRSR RA R AR EmanTF o 1E &, REF
¥,
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5 S G & 7 vk

i

mOEE A

®5-1mOERERE

i 0 & #R

w0

fOTIPECE /5 7%

ol O FT FF/ K R 73 %

sshfik %5

I

i FH )

22

&M /ete/ssh/sshd_config s
- HIListenAddress 7 ,
BE AP,

systemctl stop sshdR[ 5¢
P 1 S ST
AR
sshd/Ik %-stop /& K AR 1H
AZrunning, /7 & &K
sysmonitor/IR %~ & #7 fiA2
TAETEFLE,
systemctl start sshdf/l
systemctl restart sshd B} T
7

dhclient

H

ik FH )3

68

AR iphc &

{X{Edhclient 1% K 73 ficip
HhEES P, SRR H
A 2 AT

BE AL N AE B 2 dns B
B A I A

DHCP6
v

58

NSRRI

® /etc/sysconfig/
network-scripts/ifcfg-
ethX fiC &
IPV6_AUTOCONF="
yes" £HF A M,

® /etc/sysconfig/
network-scripts/ifcfg-
ethX fiC &
IPV6_ AUTOCONF="
no" 2R M
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ImO&R | w0 fRTIPECE 554 falrim O] F/ XA 75 3E
rpcbind | 111 AR iphic & systemctl start rpcbindEf!
Jike 2545 FIHF 7 3 H
3 H systemctl stop rpcbindEJ)

KM T B H
L
systemctl stop rpcbind 44>
# b T rpebind.service, 12
45 ¥T LA rpebind.socketigk
&, TERERPATGS
systemctl stop
rpcbind.socket, BPXH] T
302,
rpcbind | 600~1023 AN CFFT W iphc & systemctl start rpcbindEf)
k551 FH FIIF 7 3
1) i L systemctl stop rpcbindR[!
H KHT A,
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6 = (1BC & 1 FA

ERH=

BB 7E

ERG WAL T, TS, HERACE Linudh PR 6, Slpra e

B, Il A DR B RS

B E D4
PAT A

dmesg | grep tty
b ET By PN N E

00:07: ttySO at I/0 0x3f8 (irqg = 4) is a 16550A

ttySO {2 H AT 4 o

W AZIE T

- Jetc/default/grub" 4 1 “console=ttyS0,115200n8 console=tty0” .
R s

GRUB_CMDLINE LINUX="console=ttyS0, 115200n8 console=tty0”

- AR A, BT Mgrub.cfg.

grub2-mkconfig —o /boot/grub2/grub. cfg

[RAFY:

E@egF a6 L RE Rty (2TB4EHE) fttyS0 (1) |, P B agidfz
3% 0 2 XA 115200 bit/s 491& £ 3474 #r, Kx&nﬂ%&fm HAKEE TRz, 12RE
ERNA—MEARERRTL—ANEFRE, Pl Rl LR A ZED S lfd o2,

WA E 11 2 b

ATBERPHINCE, RENZIEE | console=ttyS0, systemd<: H 3/ i 3 £
(WEZ S8

securetty it &

TESCAF Jete/securetty AR FEMMAWT T —AT GEEATHIHBA ) -

ttySO

NN ET—47T )5, root ¥4 0] DL E 2@ & 1 Bk ARG, BN RAEE T
PLo
(AT

EulerOS £ /etc/securetty ' 2RIABL & T ttyS0.
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7 N

7 R 1%L i B

EulerOSHE FIAR#E A%, BRAASCREFTAARE AL I, 77 i rT AR Mk 55 75 248 Hliptables

BEIAT BT, IR

& 7-1 EulerOS Z#thil 513

SZHRFIY

S

iAA

ICMP

1

W 254z 1] JH S Wp 7€ (Internet Control Message
Protocol) 7 M E& WU KIZ L il e —, HT
TCP/IP [ 2% H A& P2 2. o

IGMP

FEH & PR P (Internet Group Management
Protocol) & F - BH IRl 9 B0 130 2 4 4H 1 R 1)
—FRIEAE P

TCP

AEHEHp1 (Transmission Control Protocol)
P A ERR R ATEER) . BT AL
2SI HRFC 7935E Yo

UDP

17

P & dE 3 (User Datagram Protocol) #&
— AT ERL R T [ B HE AR AR = B, FHRFC
7685E X

UDPLite

136

BEgH PRSI, BERFC 38285 .

PIM

103

P TIERZ#E (Protocol Independent

Multicast) 7&Z M HPIE, 77 AR H RS
B ECE T R PR B CELFERIP,

OSPF. IS-IS. BGP%:) FrA:pliffi sk kA
P FESE L%

Nmapth 345 LR -
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7 N

#z 7-2 Nmap il 3R

PROTOCOL STATE SERVICE REASON
1 open icmp port-unreach
2 open|filtered igmp no-response
6 open tep proto-response
17 open udp port-unreach
103 open|filtered pim no-response
136 open|filtered udplite no-response
JRIGFH A pro.rar
[ Dsem

2. 103, 136%L 894K Hopen|filtered, £ B T Nmapt)ig 69 3N IR AL, AR I K, T QAT

A RE, AERSERE L EFF R
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8 SetUID HI SetGID {4413

SetUID F1 SetGID X {4513

% 8-1 SetUID X5
SetUID3C# Bx | RH BER | =
/ust/lib/polkit-1/polkit-agent- root root 4755 X86. aarch64.
helper-1 singleOSS
/usr/sbin/usernetctl root root 4755 X86. aarch64.
singleOSS. HMI
/ust/sbin/unix_chkpwd root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/sbin/pam_timestamp check | root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/crontab root root 4755 X86. aarch64.
singleOSS
/usr/bin/su root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/at root root 4755 X86. aarch64
/usr/bin/gpasswd root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/mount root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/chage root root 4755 X86. aarch64.

singleOSS.
liveCD. HMI
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SetUID #F BRE |R4E R |
/usr/bin/newgrp root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/ust/bin/umount root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/passwd root root 4755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/pkexec root root 4755 X86. aarch64.
singleOSS
/usr/libexec/dbus-1/dbus- root dbus 4750 X86. aarch64.
daemon-launch-helper singleOSS.

liveCD. HMI

/usr/sbin/userhelper root root 4711 X86. aarch64.
singleOSS
/usr/bin/chsh root root 4711 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/chfn root root 4711 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/sudo root root 4111 X86. aarch64.
singleOSS.
liveCD. HMI
/ust/bin/staprun root stapusr 4110 X86. aarch64
/ustr/libexec/sssd/krb5_child root sssd 4750 singleOSS
/ustr/libexec/sssd/ldap_child root sssd 4750 singleOSS
/usr/libexec/sssd/proxy_child root sssd 4750 singleOSS
/usr/libexec/sssd/selinux_child root sssd 4750 singleOSS
/usr/sbin/mount.nfs root root 4755 singleOSS
3% 8-2 SetGID XH5%&
SetGIDX RE | R4 BER |
/usr/sbin/netreport root root 2755 X86. aarch64.
singleOSS. HMI
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SetGIDX BEx |R4A PR |
/usr/bin/cgexec root cgred 2755 aarch64
/usr/bin/write root tty 2755 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/cgclassify root cgred 2755 aarch64
/usr/libexec/utempter/utempter root utmp 2711 X86. aarch64.
singleOSS.
liveCD. HMI
/ust/bin/locate root slocate 2711 X86. aarch64
/usr/bin/wall root tty 2555 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/libexec/openssh/ssh-keysign | root ssh_keys 2111 X86. aarch64.
singleOSS.
liveCD. HMI
/usr/bin/ssh-agent root nobody 2111 X86. aarch64.
singleOSS.
liveCD. HMI
/ust/sbin/postdrop root postdrop 2755 aarch64
/ust/sbin/postqueue root postdrop 2755 aarch64
/ust/bin/lockfile root mail 2755 singleOSS
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SecureCAT HHAMGER kS

FEANZ WA 7 Ml i«
EulerOS-V2.0SP5_SecureCat_report-Standard.rar

AR

SecureCATHZ#HLN| A& — B #Y, BKINGY L 2o B R B REE—H, BHLBIMURAEE A OSIMA S
AITRE, BEFRLE,
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1 O e T BT IR S

10.1 Nessus7 i 4 -- s A D24k 7 #r
10.2 Openvasf i & -- I IR R 7 Hr
10.3 Retina $ 44 &5 - i R4 70 #r
10.4 23 B A9 4R 5 --IiF R  20 A
10.5 Nexposed= i i 5 -- J Al iR 4 434

10.1 Nessus ik &--TmiEixR 7

10.1.1 33929 - PCI DSS compliance

Py G5 3%

Name 33929 - PCI DSS compliance

Synopsis The remote host has been found to be NOT COMPLIANT with
the PCI DSS external scanning requirements.
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Description

The remote host is vulnerable to one or more conditions that are
considered to be 'automatic failures' according to the PCI DSS
Approved Scanning Vendors Program Guide (version 2.0). These
failures include one or more of the following :

- Vulnerabilities with a CVSS base score greater than or equal to
4.0

- Unsupported operating systems

- Internet reachable database servers (must validate whether
cardholder data is stored)

- Presence of built-in or default accounts

- Unrestricted DNS Zone transfers

- Unvalidated parameters leading to SQL injection attacks
- Cross-Site Scripting (XSS) flaws

- Directory traversal vulnerabilities

- HTTP response splitting/header injection

- Detection of backdoor applications (malware, trojan horses,
rootkits, backdoors)

- Use of older, insecure SSL/TLS versions (TLS v1.1 is the
minimum standard)

Details of the failed items may be found in the 'Output' section of
this plugin result. These vulnerabilities and/or failure conditions
will have to be corrected before you are able to submit your scan
results for validation by Tenable to meet your quarterly external
scanning requirements.

If you are conducting this scan via Nessus Cloud and either
disagree with any of the results, believe there are false-positives,
or must rely on compensating controls to mitigate the vulnerability
then you may proceed with submitting this report to our PCI portal
by clicking on 'Submit for PCI Validation'. You may login to the
Tenable PCI portal using your Nessus Cloud credentials and
dispute or provide mitigation evidence for each of the residual
findings.

See Also

http://www.pcisecuritystandards.org

https://discussions.nessus.org/community/pci

Solution

N/A

Risk Factor

High

Plugin Information:

Publication date: 2008/08/07, Modification date: 2015/07/23

Ports

tep/0

CVSS Base Score

N/A
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DGR
XANEPCI DSSE MG A, A2 58 = 7 SCAHT ML OB s 22 b ifE,  EulerOSAN K i
M

10.1.2 56209 - PCI DSS Compliance : Remote Access Software Has
Been Detected

iR

Name 56209 - PCI DSS Compliance : Remote Access Software Has
Been Detected

Synopsis A remote access software has been detected.

Description Due to increased risk to the cardholder data environment when
remote access software is present, please 1) justify the business
need for this software to the ASV and 2) confirm it is either
implemented securely per Appendix D in the ASV Program
Guide, or disabled / removed. Please consult your ASV if you
have questions about this Special Note.

See Also N/A

Solution N/A

Risk Factor Medium

CVE No. N/A

Plugin Information: | Publication date: 2011/09/15, Modification date: 2015/03/23

Ports tcp/0

CVSS Base Score N/A

STHEER

EAEPCI DSSE AT A, A2 5 = 7 STATAT ML 8 e 22 e hn i, EulerOSAN A It
Tl

10.1.3 17704 - OpenSSH S/KEY Authentication Account
Enumeration

NGRS

Name 17704 - OpenSSH S/KEY Authentication Account Enumeration

Description | OpenSSH 4.6 and earlier, when ChallengeResponseAuthentication is
enabled, allows remote attackers to determine the existence of user accounts
by attempting to authenticate via S/KEY, which displays a different
response if the user account exists, a similar issue to CVE-2001-1483.
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CVE No.

CVE-2007-2243

Base Score

5.0

ThER

EulerOSH [{]OpenSSHANL & S/KEY S ¥,  AN32 iR R0 o

10.1.4 17705 - OPIE w/ OpenSSH Account Enumeration

17705 - OPIE w/ OpenSSH Account Enumeration

OpenSSH, when using OPIE (One-Time Passwords in Everything) for
PAM, allows remote attackers to determine the existence of certain user
accounts, which displays a different response if the user account exists and
is configured to use one-time passwords (OTP), a similar issue to
CVE-2007-2243.

CVE-2007-2768

43

PEREETPY
Name
Description
CVE No.
Base Score
DGR

EulerOSH fIPAMANEL 5 OPIE, A2 i iR S0 .

10.1.5 17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port

17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port Bouncing

The default configuration for OpenSSH enables AllowTcpForwarding,
which could allow remote authenticated users to perform a port bounce,
when configured with an anonymous access program such as AnonCVS.

CVE-2004-1653

6.4

Bouncing

Py G 3%
Name
Description
CVE No.
Base Score

SHhER

EulerOSER A ¥ B AllowTcpForwarding Ano, A2 LIRS
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10.1.6 78655 - OpenSSH SSHFP Record Verification Weakness

iR
Name 78655 - OpenSSH SSHFP Record Verification Weakness
Description | It was discovered that OpenSSH clients did not correctly verify DNS
SSHEFP records. A malicious server could use this flaw to force a
connecting client to skip the DNS SSHFP record check and require the user
to perform manual host verification of the DNS SSHFP record.
CVE No. CVE-2014-2653
Base Score | 4.3
STRTEER

EulerOS &L 4 fEopenssh-6.6.1p1- 11125, A iR

10.1.7 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits (Logjam)

i ) R

Name 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits (Logjam)

Description | A flaw was found in the way the TLS protocol composes the Diffie-
Hellman exchange (for both export and non-export grade cipher suites). An
attacker could use this flaw to downgrade a DHE connection to use export-
grade key sizes, which could then be broken by sufficient pre-computation.
This can lead to a passive man-in-the-middle attack in which the attacker is
able to decrypt all traffic.

CVE No. CVE-2015-4000

Base Score 4.3

THhER

C.Z fEopenssh-6.6.1p1-25. 4185, AL NRIR .

10.1.8 900010 - Check 'root' Account permit on Login System via
SSH

i A A

Name 900010 - Check 'root' Account permit on Login System via SSH
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ThER

Description An account on the remote host uses a unsafe configuration, the root user

can log in using ssh.

EulerOS % 4= N [E 2L B 2% ihrootllk ' ELEESSHE Sk R 40, #5 s 2 HL# ¥ FrootlK /- il ik
SSHE [ R 48, W LMEM/etc/ssh/sshd_config 34 I PermitRootLogin ¥ B [FI{E Nyes.

BN NN EEL, AR

10.1.9 900104 - SFTP cd / Command Privilege Escalation

i ) TR

THhER

Name 900104 - SFTP cd / Command Privilege Escalation

Description Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent
Service Credential: SSH Check Method: stepl: Check the remote
server to see whether it provide SSH service. step2: Use correct
username and password to login the SFTP server. step3: Try to
switch the directory to root directory ' cd /', and get the file list.
If succeed then means there is vulnerability. Vulnerability Detail:
SFTP service should provide limited privilege for the users. User
is not allowed to get the privilege of the root directory.
Vulnerability Source: ICSL Ticket

CVE No. N/A

CVSS Base Score 6.0

ARG E TN PIWISFTPH P 2 HA R H X5 HUR

AR AR T E R O “SFTPERITI ", AW R, & Z T8,
BREVIZH I H AR o A OHABSRAI &, ARGk S iz IBUR & 28, F 1
BERGZAIALET PR E R, HbE, WFERENZM 8 H R 5
WEL, BN AR AT RGeS I, TS 2 %I T 4R

EulerOSA & A& BARNL 55, AFEAE “SFTPEMM T, AN R .

77 i s EAR RSBk 55 I R AT o, I RAFAESFTPL I 7, R EEsH
YT, R REVI R E H 3 RIS, LB 7% 2.2.1.1 AN E SSHARSS -

10.1.10 900208 - The private key encryption check

PN 3%

Name 900208 - The private key encryption check
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Description | Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service
Credential: SSH Check Method: stepl: Login the system. step2: Find
certificate files in specified directory '/opt' and '/export'. File type: 'cer|crt|
der|pem’. step3: Finde key fils ,File type : "key | key'. step3: Check each
file to see whether its an un-encrpyted private Key . Vulnerability Detail:
Private Key which is not encrpyted is considered to be unsafe. Vulnerability
Source: ICSL Ticket/Red Line 2.0 The private key of the certificate is not
encrypted, does not conform to safety regulations.

The private key of the certificate is not encrypted :
File: /etc/ssh/ssh_host rsa_key

File: /etc/ssh/ssh_host_ecdsa_key

File: /etc/ssh/ssh_host ed25519 key

CVE No. NA

Base Score 4.0

SHhER

EulerOS{ F T OpenSSHIT YR F AT,  ERIANE L /ete/ssh/ H 3% N AFALSSHBM A H 11
HostKey, HARUIT:

2 10-1 SSH 1185 HostKey SCHXTR % &

SSHSL HostKey3ff

SSH vl /etc/ssh/ssh_host_key

SSH v2 /etc/ssh/ssh_host dsa key

SSH v2 /etc/ssh/ssh_host ecdsa_key
SSH v2 /etc/ssh/ssh_host ed25519 key
SSH v2 /etc/ssh/ssh_host rsa_key

OpenSSHH - I A L Sk HostKey ANRE N, G40 :

ormally this program generates the key and asks for a file in whic
0 store the private Key. The public key is stored in a file with
he same name but “ .pub"™ appended. The program also asks for a

assphrase. The passphrase may be empty to indicate no passphrase
(ISR keys must have an empty passphrase)),
arbi ar s : ase 1S simil:

D] S SE TR 25 %6 OpenSSHE A4 H i HostK ey ANi& A, E 7]
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10.1.11 99359 - OpenSSH < 7.5

99359 - OpenSSH < 7.5

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.5. It is, therefore, affected by an information disclosure
vulnerability :

- An unspecified timing flaw exists in the CBC padding oracle
countermeasures, within the ssh and sshd functions, that allows an
unauthenticated, remote attacker to disclose potentially sensitive
information. Note that the OpenSSH client disables CBC ciphers by
default. However, sshd offers them as lowest-preference options, which
will be removed by default in a future release.

PR
Name
Description
SHER

EulerOS{E N H#fLinux &2 4t, YRA HCentOS 74T R HIYEAYS, XFopenssh, 3T CentOS
7 openssh 7.4Y504 3848, BATEEE, 2 M ERESFE R bugfli 2 2w, AW Kiblw

Tl

10.1.12 900056 - The Certificate is expired

900056 - The Certificate is expired

Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service
Credential: SSH Check Method: stepl: Login the system. step2: Find
certificate files in specified directory '/opt', '/export' and '/usr'. File type:
'cer|crt|der|pem'. step3: Check each certificate to see whether it is expired.

Py G 3%
Name
Description
THhER

PR BRSSO IR F T AEEulerOSTREAE, Rl iRIRALEE
10.1.13 900084 - SSH service should support Public Key Query

P pGE 3%

Name

900084 - SSH service should support Public Key Query
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Description Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service

Credential: NONE Check Method: stepl: Check the remote server to see
whether SSH service is turn on. step2: Check the the detection result
from Nessus scan kb to see whether there is SSH public key information.
Vulnerability Detail: If the SSH server don't support Public Key Query,
there might be MITM risk. Vulnerability Source: ICSL Ticket

ShER

SSHZ /7~ S N6 IE SSHAR 55 S 1) B 43 AR 1ESSHIR 55 3 B 43477 1B 4 Jglp A m 1] N2

i, PTLASSHAR 55 b i A1) 25 7 S it A 45 B

FHHH HRIZA ] FL— B 7 nessus IMIE RIS BN R, F TRAERIRA T2 w1 RL%
W puttys T HEAGM B, BRLGAENILSENAPRIUEL, H14, AR
o W ARIA

PuTTY Security Alert [ 22|

!'x

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 37:76:ch87:44:5a:01:93:23:77:9%:50:ch:4%:bb:ct
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

10.1.14 900102 - SFTP Brute-force attack

Py G5 3%

Name

900102 - SFTP Brute-force attack
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Description

Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service
Credential: SSH Check Method: stepl: Check the remote server to see
whether it provide SFTP service. step2: Use correct username and
password to login the server, then logout the server. step3: Try correct
username and incorrect password to login the server for 50 times in short
time. step4: Use correct username and password to login the server. If
login succeed, the system has vulnerability. Vulnerability Detail: The
remote SFTP server has no mechanism to defend Brute-force attack. Red
Line2.0 required products to take one or more of the following measures
to support anti-brute force:1) Account locking 2) IP address lockout 3)
Login delay 4) Verification code 5)IP address whitelist. Vulnerability
Source: Red Line2.0/ICSL Ticket Exception: if 'supplied logins_only' set
True, this plugin will not execute. Exception: Right now our plugin can
check 1) and 2). If your system use 3)Login delay or 5)IP address
whitelist measures, our selfdevelped plugin may give wrong alarm about
the risk in the report. Please ignore the alarm. Thank you!

ShER

EulerOS ¥ & - A BIUE BIME N3, 3UCE X RIBOUIK 582, ARBinS [ 95738,
F P IR, A AT AN ABH) e N TE 8, B IR TR) AN BT FH P #6750 N T BT T
I A v AT AT R O B IR, SR AR G A

10.1.15 103781 - OpenSSH < 7.6

103781 - OpenSSH < 7.6

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.6. It is, therefore, affected by a file creation restriction
bypass vulnerability related to the 'process_open' function in the file 'sftp-
server.c' that allows authenticated users to create zero-length files
regardless of configuration.

Note that Nessus has not tested for these issues but has instead relied only
on the application's self-reported version number.

P
Name
Description
CVE

CVE-2017-15906

THRER

C.fEopenssh-7.4pl-16H1EE, AL IR
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10.1.16 126244 - Linux Kernel Detection of MDS vulnerabilities
(MDSUM/RIDL) (MFBDS/RIDL/ZombieLoad) (MLPDS/RIDL)

(MSBDS/Fallout)

i TR

Name

126244 - Linux Kernel Detection of MDS vulnerabilities (MDSUM/
RIDL) (MFBDS/RIDL/ZombieLoad) (MLPDS/RIDL) (MSBDS/Fallout)

Description

According to the remote Linux kernel, this system is vulnerable to the
following information disclosure vulnerabilities:

- MSBDS leaks Store Buffer Entries which can be speculatively
forwarded to a dependent load (store-to-load forwarding) as an
optimization. The forward can also happen to a faulting or assisting load
operation for a different memory address, which can cause an issue under
certain conditions. Store buffers are partitioned between Hyper-Threads so
cross thread forwarding is not possible. But if a thread enters or exits a
sleep state the store buffer is repartitioned which can expose data from
one thread to the other. (MSBDS/Fallout) (CVE-2018-12126)

- MLDPS leaks Load Port Data. Load ports are used to perform load
operations from memory or I/O. The received data is then forwarded to
the register file or a subsequent operation. In some implementations the
Load Port can contain stale data from a previous operation which can be
forwarded to faulting or assisting loads under certain conditions, which
again can cause an issue eventually. Load ports are shared between Hyper-
Threads so cross thread leakage is possible. (MLPDS/RIDL)
(CVE-2018-12127)

MFBDS leaks Fill Buffer Entries. Fill buffers are used internally to
manage L1 miss situations and to hold data which is returned or sent in
response to a memory or I/O operation. Fill buffers can forward data to a
load operation and also write data to the cache. When the fill buffer is
deallocated it can retain the stale data of the preceding operations which
can then be forwarded to a faulting or assisting load operation, which can
cause an issue under certain conditions. Fill buffers are shared between
Hyper-Threads so cross thread leakage is possible. (MFBDS/RIDL/
ZombieLoad) (CVE-2018-12130)

- MDSUM is a special case of MSBDS, MFBDS and MLPDS. An
uncacheable load from memory that takes a fault or assist can leave data
in a microarchitectural structure that may later be observed using one of
the same methods used by MSBDS, MFBDS or MLPDS. (MDSUM/
RIDL) (CVE-2019-11091)

To address these issues, update the kernel packages on your Linux system,
disable Simultaneous Multi-Threading (SMT) or otherwise configure it to
a non-vulnerable state, and apply microcode fixes to your hardware.
Consult your Linux distribution and processor hardware vendors for
details and patches.
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CVE No. CVE-2018-12126
CVE-2018-12127
CVE-2018-12130
CVE-2019-11091

DGR
O, fFkernel-3.10.0-862.14.0.1.h1 78R A H, AL iRk .

10.1.17 125216 - Processor Speculative Execution Vulnerabilities
(Linux)

i A

Name 125216 - Processor Speculative Execution Vulnerabilities (Linux)

Description The remote host has not properly mitigated a series of known speculative
execution vulnerabilities. It, therefore, may be affected by :

- Spectre variant 1 (CVE-2017-5753)
- Spectre variant 2 (CVE-2017-5715)
- Meltdown (CVE-2017-5754)

CVE No. CVE-2017-5715
CVE-2017-5753
CVE-2017-5754

DGR
O\ #Ekernel-3.10.0-862.14.0. 1 R AN, HAb HIRHK

10.2 Openvas R &--IwEIRIR 4T

10.2.1 SSH Weak Encryption Algorithms Supported

iR
Name SSH Weak Encryption Algorithms Supported
Description The remote SSH server is configured to allow weak encryption
algorithms.
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SITEER
JEI R, opensshFFURSEIL, CHRFZFEE, TEMARZPmhriHk, HRGRE
SRR b T F ) 22 A N B, AR XU
10.2.2 TCP timestamps
Pk pu
Name TCP timestamps
Description The remote host implements TCP timestamps and therefore allows to
compute the uptime.
SR

ki@, TCP timestamp optionfffEH: ERABITHERTT, SCIUELFIITERE: PRUEFERK

Uil O T, TCPHY A FEE

1. A7 SEULEFRIPERE, 38 A Linux & A7 WA 1 — ACBR A S B X AN I T

2. RPNZIED, 253 tepftime-wait sockets (net.ipvé.tcp tw_recycle) PLIE RIS T)
RER AL

PEIR I AR S ROV, ATRERISEM I, Bl R Hftep. timestamps 3R B R 4t 13847 I

8], N— DR RGHAR B D), IFAREREUT AR5 2. FEFIRECbE 7
SFOUE R SRR, IR A ENATY 5, AZERHIILECE

10.3 Retina ¥R &5--IRIE=EIR 7

10.3.1 SSH Root Login Security Issue

P pGE 3%

DGR

AuditID 7415
Name SSH Root Login Security Issue
Description The SSH server on the target system is currently configured to permit

direct root logins or allow logins without a password. This could allow an
attacker to brute-force the root password or bypass remote authentication
in order to gain root access to the system. Note: Audit 7415 will report a
finding if the scanner is unable to read the sshd_config file (usually
located at /etc/ssh/sshd_config or /etc/sshd_config).

i, EulerOSERIANCUINME, 2% 1Erootlk 5 sshie FE & 5%, A2 RIS .
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10.3.2 HBSS Common Management Agent - UNIX/Linux

iR
AuditID 14248
Name HBSS Common Management Agent - UNIX/Linux
Description The Host Based Security System (HBSS) Common Management Agent
(CMA) is not installed and/or not activated on the system.
STHTER

i, EulerOS Ll 224 il T H X RGuidt AT 22 4 nldl, A5 4 I HBSS.

10.3.3 cURL/libcURL Information Disclosure (20130415)

PNk R

AuditID 18741

CVE CVE-2013-1944

Name cURL/libcURL Information Disclosure (20130415)

Description cURL/libcURL contains a vulnerability within 'tailmatch()' when
comparing a cookie’ s path domain against domains with matching tails
which may be exploited to disclose cookies from an arbitrary domain.

STHTER

%3k, EulerOSt {Ecurl-7.19.7-3616 5 .

10.3.4 Libxml2 Multiple Integer Overflows (20120826) - Library
(for aarch64)

iR
AuditID 16863
CVE CVE-2012-2807
Name Libxml2 Multiple Integer Overflows (20120826) - Library
Description Libxml2 contains multiple integer overflows in parser.c when handling

XML on 64-bit Linux systems. Successful exploitation could allow
remote attackers to create denial of service conditions and possibly
execute arbitrary code.
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ShER

124, EulerOSC.7Elibxml2-2.7.6-8 3FH 155 ,

10.3.5 Python Hash Collision Denial of Service Vulnerability

(20131218) - UNIX/Linux
iR
AuditID 31952
CVE CVE-2013-7040
Name Python Hash Collision Denial of Service Vulnerability (20131218) -
UNIX/Linux
Description Python version 2.7 and 3.3 contains an error within a hash generation

function and does not properly handle specially crafted forms sent via a
HTTP POST request. Successful exploitation may result in a denial of
service condition. Note: This vulnerability is caused due to an incomplete
fix for CVE-2012-1150.

DHEER

AN K, EulerOST# F HpythonER [ CentOS 7,1t I H 820 CentOS 5 and CentOS 6.

10.3.6 Python Multiple Vulnerabilities (20131227) - UNIX/Linux

32064

CVE-2013-1752, CVE-2013-4238

Python Multiple Vulnerabilities (20131227) - UNIX/Linux

Python contains multiple vulnerabilities which may allow remote
attackers to conduct spoofing or denial of service attacks.

Py G i::3%
AuditID
CVE
Name
Description
THRER

%%, EulerOSC.#Epython-2.7.5-3415 %5 .

10.3.7 NTP monlist Command Enabled - Credentialed

ek pe
AuditID 32275
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CVE CVE-2013-5211
Name NTP monlist Command Enabled - Credentialed
Description NTP contains a vulnerability within the monlist command which, if

enabled, could disclose network information or allow a remote attacker to
leverage denial of service attacks.

THhER

A, %I BB 2 52 EulerOS B A ntp X AF LI BN L &, 2B EA Vit
ntpd % il £ 1] o

10.3.8 libcURL Security Bypass (20140131)

iR
AuditID 32626
CVE CVE-2014-0015
Name libcURL Security Bypass (20140131)
Description libcURL prior to 7.35.0 contains an error when re-using recent

authenticated connections when processing new NTLM-authenticated
requests. Successful exploitation may allow an attacker to perform
certain operations with the credentials of a recent NTLM authenticated
user.

DGR
=4, EulerOSANEE M IRiH o

10.3.9 OpenSSH <=6.6 SFTP misconfiguration exploit for 64bit
Linux - Credentialed

iR
AuditID 35404
Name OpenSSH <=6.6 SFTP misconfiguration exploit for 64bit Linux -
Credentialed
Description A user would be able to access all parts of the filesystem that he has
access to - including procfs if given SFTP access on a server that is
misconfigured and didn't use ChrootDirectory.
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ShER

OpenSSH <=6.6 SFTP misconfiguration exploit for 64bit Linux - Credentialed #8141 &1 %}
L Hsfiplk 5 FHEME, BEulerOSAELEL HsttpH 7, AN K I

10.3.10 OpenSSL < 1.0.2a/1.0.1m/1.0.01/0.9.8zf Multiple
Vulnerabilities - Credentialed

Py G i::3%

AuditID 45615

CVE CVE-2015-0285, CVE-2015-0206, CVE-2015-0287, CVE-2015-0209,
CVE-2015-0286, CVE-2015-0204, CVE-2015-0289, CVE-2015-0290,
CVE-2015-0207, CVE-2015-0208, CVE-2015-1787, CVE-2015-0291,
CVE-2015-0288, CVE-2015-0293, CVE-2015-0292, CVE-2015-0205

Name OpenSSL < 1.0.2a/1.0.1m/1.0.0r/0.9.8zf Multiple Vulnerabilities -
Credentialed

Description Multiple vulnerabilities have been discovered in OpenSSL. If
successfully exploited, an attacker could cause denial of service
conditions or obtain sensitive information.

SHhER

ik, EulerOS . fEopenssl-1.0.1e-42.415 %5 .

10.3.11 OpenSSL < 0.9.8zg/1.0.0s/1.0.1n/1.0.2b Multiple
Vulnerabilities - Credentialed

Py g 3%

AuditID 47079

CVE CVE-2014-8176, CVE-2015-1790, CVE-2015-1791, CVE-2015-1788,
CVE-2015-4000, CVE-2015-1792, CVE-2015-1789

Name OpenSSL < 0.9.8zg/1.0.0s/1.0.1n/1.0.2b Multiple Vulnerabilities -
Credentialed

Description OpenSSlI versions prior to 0.9.8zg, 1.0.0s, 1.0.1n, and 1.0.2b, are prone to
multiple attacks with the worst being a man-in-the-middle attack, known
as Logjam, that downgrades the TLS protocol to a vulnerable connections
using ephemeral Diffie-Hellman key exchange to 512-bit export-grade

cryptography.

THhER

%4k, EulerOSC.fEopenssl-1.0.1e-42.818%K .
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10.3.12 Python < 2.7.10/3.5.0 Multiple Vulnerabilities - UNIX/
Linux

iR
AuditID 54176
Name Python < 2.7.10/3.5.0 Multiple Vulnerabilities - UNIX/Linux
Description Python contains multiple vulnerabilities that would allow an attacker to
cause a denial of service condition and compromise the affected system.
SR

EulerOSYE N EMLinux 24t, JRA: HCentOS 7R AT RS, Stpython, 43K i ERER I
B S bugfl L 20w, AW &I

10.3.13 cURL< 7.49.0 remote certificate validation bypass

iR
AuditID 58593
CVE CVE-2016-3739
Name cURL< 7.49.0 remote certificate validation bypass
Description A vulnerability was reported in cURL. A remote user can bypass
certification validation in certain cases.
STRTEER

EulerOSH curl 20 #1813 OpenSSLEUNSS K SE I TLS / SSLCRF.  HH T il 2 14 A
mbed TLS B PolarSSLL 2 1145 2 AT, At EulerOS AN 32 bt s A 52

10.3.14 ntp < 4.2.8p8 Multiple Vulnerabilities

poREEiP
AuditID 58825
CVE CVE-2016-4954, CVE-2016-4955, CVE-2016-4953, CVE-2016-4957,
CVE-2016-4956
Name ntp < 4.2.8p8 Multiple Vulnerabilities
Description Multiple vulnerabilities were reported in ntp. A remote user can cause

denial of service conditions on the target system. A remote user can
modify configuration parameters in certain cases.
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DIER
CVE-2016-4953. CVE-2016-4957: EulerOSIA# I o

CVE-2016-4954, CVE-2016-4955, CVE-2016-4956: EulerOS . fEntp-4.2.6p5-25.0.1.h14
BR.

10.3.15 Kerberos < 5 Release 1.14.3 Remote Authenticated DoS

oG 3u
AuditID 59684
CVE CVE-2016-3120
Name Kerberos < 5 Release 1.14.3 Remote Authenticated DoS
Description A vulnerability was reported in Kerberos. A remote authenticated user
can cause denial of service conditions on the target system.
SrHeER

124, EulerOSC.7Ekrb5-1.14.1-26145 .

10.3.16 GnuPG <1.4.21 - Cryptographic Information Leak -
Libgcrypt

PG
AuditID 60035
CVE CVE-2016-6313
Name GnuPG < 1.4.21 - Cryptographic Information Leak - Libgcrypt
Description A vulnerability was reported in GnuPG. A local user can predict some
random number generator output in certain cases.
SHTER

1%, EulerOSC.{Elibgerypt-1.5.3-13. 112K .
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10.3.17 cURL< 7.50.3 Multiple Vulnerabilities

61159

CVE-2016-8615, CVE-2016-8617, CVE-2016-8618, CVE-2016-8616,
CVE-2016-8623, CVE-2016-8622, CVE-2016-8624, CVE-2016-8625,
CVE-2016-8619, CVE-2016-8621, CVE-2016-8620

cURL< 7.50.3 Multiple Vulnerabilities

Multiple vulnerabilities were reported in cURL/libcurl. A remote or local
user can execute arbitrary code on the target system. A remote user can
modify cookies on the target system. A remote user can reuse sessions. A
local user can obtain potentially sensitive information from system
memory.

Py 3%
AuditID
CVE
Name
Description
SthaER

154K, EulerOSC\fEcurl-7.29.0-35.h10C 25 .

10.3.18 ntp < 4.2.8p9 Multiple Vulnerabilities

61474

CVE-2016-7431, CVE-2016-7429, CVE-2016-7426, CVE-2016-9311,
CVE-2016-7428, CVE-2016-9310, CVE-2016-7433, CVE-2016-7427,
CVE-2016-9312, CVE-2016-7434

ntp < 4.2.8p9 Multiple Vulnerabilities

Network Time Protocol has released a security vulnerability
announcement addressing multiple vulnerabilities affecting NTP
software. Network Time Protocol (NTP) is a networking protocol for
clock synchronization between computer systems over packet-switched,
variable-latency data networks. To exploit these vulnerabilities, an
attacker would send a malicious request to an affected application. If
successfully exploited, the attacker would cause a denial of service on the
affected application.

PR
AuditID
CVE
Name
Description
STHTEER

CVE-2016-7426,
CVE-2016-9311:

CVE-2016-7431,

CVE-2016-7429, CVE-2016-7433, CVE-2016-9310,
EulerOS . #Entp-4.2.6p5-25.0. 118 .

CVE-2016-7428, CVE-2016-7427, CVE-2016-9312,

CVE-2016-7434: EulerOS¥IAH K .
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10.3.19 cURL < 7.53.0 - Remote Bypass

PR
AuditID 62522
CVE CVE-2017-2629
Name cURL < 7.53.0 - Remote Bypass
Description A vulnerability was reported in cURL. A remote user can bypass security
controls on the target system.
SR

Rk, ZIRIAA R curl-7.29.0.

10.3.20 ntp < 4.2.8p10 Multiple Vulnerabilities

NGRS

AuditID 63084

CVE CVE-2017-6455, CVE-2017-6464, CVE-2017-6458, CVE-2017-6451,
CVE-2017-6460, CVE-2017-6452, CVE-2017-6459, CVE-2016-9042,
CVE-2017-6462, CVE-2017-6463

Name ntp < 4.2.8p10 Multiple Vulnerabilities

Description Network Time Protocol Project has released a security notice addressing
multiple vulnerabilities affecting NTP software. Network Time Protocol
(NTP) is a networking protocol for clock synchronization between
computer systems over packet-switched, variable-latency data networks.
To exploit these vulnerabilities, an attacker would send a malicious
request to an affected application. If successfully exploited, the attacker
would cause a denial of service on the affected application.

THhER
CVE-2017-6462 , CVE-2017-6463, CVE-2017-6464C.{Entp-4.2.6p5-25.0.1.h142 K .

CVE-2017-6455, CVE-2017-6458, CVE-2017-6451, CVE-2017-6460,
CVE-2017-6452, CVE-2017-6459, CVE-2016-9042: EulerOSIAH .

10.3.21 cURL/libcurl < 7.54.0 - Remote Bypass

Py G5 3%

AuditID 63442
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CVE

CVE-2017-7468, CVE-2016-5419

Name

cURL/libcurl < 7.54.0 - Remote Bypass

Description

A vulnerability was reported in cURL. A remote user can bypass security
controls on the target system.

ThER

W, EulerOSC.fFcurl-7.29.0-3588 5.,

10.3.22 cURL < 7.56.1 - Remote Information Leak

66127

CVE-2017-1000257

cURL < 7.56.1 - Remote Information Leak

A remote user can return a specially crafted IMAP FETCH response to
trigger a buffer overread in the IMAP handler and obtain potentially
sensitive information from memory on the target system or cause the
target application using libcurl to crash.

P pGE 3%
AuditID
CVE
Name
Description
SHhER

%3k, EulerOSC fEcurl-7.29.0-35.h1418 5 .

10.4 FBIaIiR E--TwiEEIR T

10.4.1 Openssh MaxAuthTries PR#I%%1 /iR (CVE-2015-5600)

R e g A

Name

Openssh MaxAuthTries PR il 561 JiF (CVE-2015-5600)

CVE

CVE-2015-5600
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Description

OpenSSH(OpenBSD Secure Shell)&OpenBSD &I 4H fr 4E 47 (1) — & H
T2V EETTEYER T . 1% T B2 SSHYMX A HFIRSE
W, SCREN A AR AT g, ARG SRR K
H A 2% (1) B . Openssh6.9 5 2 Hif ji A ¥ sshd H ffJauth2-chall.c 3T
1 ‘kbdint_next device” BREUFAE LTI, ZIFEVET127
B TEAf PR i) Ab P 555 4% T keyboard-interactive ¥ £ IEREXTH &
AJ s Bissh-ok bdInteractiveDevicesiZe I H #5 K H. 5 & 1) 51| 2= Fl FH 1%
TR S 2% A oy, BN i dE 48 iR 55 (CPUTH #6)

ShER

CVE-2015-5600: EulerOS .4 fEopenssh-6.6.1p1-22185, AL iRk

10.4.2 OpenSSH auth_password R#FELE AR 55w

(CVE-2016-6515)

OpenSSH auth_password i £ 45 26 /It 25U 1 (CVE-2016-6515)

CVE-2016-6515

OpenSSHAESSHIMXL IR SEZH . OpenSSH7.3 2 Hijfii4<, sshd/auth-
passwd.c/auth_password bR A B il 25 A% 56 4E T 1) 2 AL, G FR I
i F I B ) AR A, R IR TR AT 3 AR 4 R 55

iR
Name
CVE
Description
SITER

C.4& fEopenssh-7.4p1-11H12 5, AL IR

AR

% [ P 1& A keyboard-interactive 9 55 A4 ik 7 X+ (BP/etc/ssh/sshd_config¥ Bt & 7 :
PasswordAuthentication no, ChallengeResponseAuthentication yes) , & 7 /& SElinux/R -, % %
FECVE-2016-6515# 7 69 R % o

10.4.3 OpenSSH &£ (CVE-2016-1908)

Py Ly

Name

OpenSSH %4 (CVE-2016-1908)

CVE

CVE-2016-1908
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Description OpenSSH(OpenBSD Secure Shell)&OpenBSD &I 4H fr 4E 47 (1) — & H
T2 v EfE Tt EALRER: TR % T B2 SSHEML FI IR KL
W, SCHFR TR AR AT NG, AT A LG . RS LA
HoAt P25 [ Bk . OpenSSHARAE %2 Ui, 1% A5 T-OpenSSHE
F i A IR WA TG X118 K 5 ) GIE ) cookie. Bt AT ] H
2 55 At X R 55 4 i ST TS B

DGR

CVE-2016-1908: EulerOS .4 fEopenssh-6.6.1p1-2515%, EulerOSI AL Jizk .

10.4.4 OpenSSH miIZR A1 Tim)E(CVE-2016-10009)

imETER
Name OpenSSH AU AT I I (CVE-2016-10009)
CVE CVE-2016-10009
Description OpenSSH & —H H T e e i AR T AL ER: T A
OpenSSH < 7.4kt A ssh-agentRK Xf M4 PKCS#11 B TINE, 1F
S AR B HATAADIRIR . A BGEE AE 2 m R A B R Serh
PATAE RIS
TR

£ 4 {Fopenssh-7.4p1-11fRAMEE .

10.4.5 OpenSSH do_setup_env RN RIZH JmilE(CVE-2015-8325)

Py g 3%

Name OpenSSH do_setup_env R HUR B4 - iiH(CVE-2015-8325)

CVE CVE-2015-8325

Description OpenSSHZSSHM M ) Y S HA

OpenSSH 7.2P2 2 HifiR A, sshd/sessions.c/do_setup env iR #1717 % 4
JiH, J5 H T UesLogin M) g HPAMMEC B N A 7 = H & W
f].pam_environment X {5, AHh 7 it fih & /bin/loginfE 5 4 18 1)
WEE, AT AR .

THTEER
CL 4 fEopenssh-6.6.1p1-27H 18, AL NIRIR
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10.4.6 OpenSSH & £ R#IS:TFiE(CVE-2016-10012)

OpenSSH %4 [R il 581 JsiF(CVE-2016-10012)

CVE-2016-10012

OpenSSH /& — 21 F T 22 4 Hu g il i AR T ML I T 2.

OpenSSH < 7.4k A sshd il 55 £ Ht 52 4 A7 87 3L 3 1 A I S I A7 72
GG IR, T D S A Ay B R A R R AU A it
FEHAT 2 2Bt SREGRTH IR .

Py G5 3%
Name
CVE
Description
SR

L. fEopenssh-7.4p1-11HH1E 5, BEAL IR
10.4.7 OpenSSH sshd mm_answer_pam_free_ctx B/ EFI AR

i (CVE-2015-6564)

OpenSSH sshd mm_answer_pam_free ctx®&/il f5 2] H Jie il
(CVE-2015-6564)

CVE-2015-6564

OpenSSH/ESSHIMX IS . 4EOpenBSD- 5 |-OpenSSH 7.0
BIAIRAS, sshdYmnitor.cHJmm_answer pam free ctpfEU/ATEREUGE
HR AR, X oA A R Fuidds ], RIERIE R
MONITOR_REQ PAM FREE CTXi#K, FREUETHHIALR o

Py g 3%
Name
CVE
Description
THhER

CVE-2015-6564: EulerOS &.4: fEopenssh-6.6.1p1-22185, AL iRk .

10.4.8 OpenSSH &£ PREEFmilE (CVE-2016-10010)

OpenSSH AR T F(CVE-2016-10010)

CVE-2016-10010

Py g 3%
Name
CVE
Description

OpenSSH & —#H T2 43t iy Wl i A2 - ML ER T A,

OpenSSH < 7 AW AZE IR > B )5, sshd 55 7E ST _EAFAEAL R $
TH , A A I e A Unix B2 5, SR HrootALIR -
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ShER

CVE-2016-10010: EulerOSf# H ffJopenssh, & T CentOS 7+ openssh 7.4J5 A% HELE,
centos openssh-3.3/3.3p 1 455 1AL 50 &, 17 Hosshd socket’% & # LLESHT (1) D fg,
fEopenssh 7.4 RAE ARG, RIUEAW KT .

10.4.9 OpenSSH <=7.2p1 xauth #43F \ifEiE(CVE-2016-3115)

OpenSSH <=7.2p1 xauth#y 2-VE N JEIF(CVE-2016-3115)

CVE-2016-3115

OpenSSH/Z SSH M 1) IR S I

OpenSSH <=7.2p 1 7 52 Bl _E A7 fE xauth iy S9E NI, 7] SEseit
forced-command }% /bin/false .

PR
Name
CVE
Description
ThER

CVE-2016-3115: EulerOST\ & {Eopenssh-6.6.1p1-2512 5, AL iR

10.4.10 OpenSSH 'x11_open_helper()' R ¥ & £ RFIZ 1T 7R

(CVE-2015-5352)

OpenSSH 'x11_open_helper() B %2 4= B il 581 I i (CVE-2015-5352)

CVE-2015-5352

OpenSSH72SSH (Secure SHell) M3 H 4 9 IR LI . SSHEM I AT
DA SR EAT I AR s ], BUAE VBN TRl AR S SO

OpenSSH 6.9 A, # FJEForwardX 11 Trusted#=}, ssh
channels.c N Y B %x 11 _open_helper A #& I X% 42 I FE a1 H
W, X ] RE Mk A e S VR (A B AR, R R TR S
i B bR 1) BRI o

PR
Name
CVE
Description
STHTER

CVE-2015-5352: EulerOS [ #ixorg-x11-serverfX {425 7 XSECURITY# J&, tHit2
OpenSSHICIE LA TG K, T RWE, FIHAW Ko
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10.4.11 OpenSSH Z (= 2 ittt i@ (CVE-2016-10011)

PR
Name OpenSSH A HiAE 5.t #5 Js i (CVE-2016-10011)
CVE CVE-2016-10011
Description OpenSSH J& —# A T2 A1 vj n) i F2 v LI &2 T A .
OpenSSH < 7.4k A {Esshd il 45 SEIL A7 AR5 Bk @& i, mlimit
realloc()f ML 25 EH Mk 2= BHRFRL S BS 1) 113572
DGR

EulerOS T\ 4t fEopenssh-7.4p1- 1118 E, AR

10.4.12 OpenSSH sshd monitor 4B {4233 (CVE-2015-6563)

PR

Name OpenSSH sshd monitorZH £ #k B s 1 (CVE-2015-6563

CVE CVE-2015-6563

Description OpenSSH/ZSSHMX I ITIESEIL . JEOpenBSD-- & £ OpenSSH 7.02
AIARA, sshdPmonitorZH 252 MONITOR_REQ PAM_INIT CTX
RN ICRIH P 2 8E, XA A F 5 R F ssh & sy 7] fesshd
uidfE ], KiEMIEFMONITOR REQ PWNAMIER, HATHLIL
ie

THhER

CVE-2015-6563: EulerOS .4 fEopenssh-6.6.1p1-2218 %5, AL NRER .

10.4.13 23F Traceroute ¥£M

imiEEA
Name F ¥ Traceroute Rl
Description {5 FH Traceroute PRI SR IX I # #5 5 #2 ENL (A B #% A5 B . By
& AT DU X A5 ER T A B AR 2 1) X 28 P Eh
STER

Tracetoutel® i & & icmpIir SCERIBE 115 S, M PR IR 75 EE I ML 28 28 ping . HH P2
s AR S A FH 37 5 o A 5 2 ping, MR IR
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10.4.14 SSH hg A1 E AT #5 3K BY

iR
Name SSHAR A B AT 3R A
CVE CVE-1999-0634
Description SSHAR %5 fe VAR Ut 35 A sshit) BAR(E B, WA S 54, Xn]
RE AT R Bt — B U R AR B
SIER

ZI A E T I, AEER XK. SSHYMUR —Fp e thil, REAHREH H
CaTHRBIFH AN T A, A e ).

RIENVDE M2 U, AR T 22, XNMwRSS AR, ik
XA S R U A I 2 2R Gt P oA ssh R S5 AR I8 AT

10.4.15 j&iT SSH M2 EHEHB /Y DNS fR 5528t

Py ;3%

Name 18 1 SSHS I 21 FE AL H AT DNS ik 45 5 Hu ik
Description Bt Hresolv.conf3C A, RSASH] LIRS 2 ze #2 = L1 1% E FIDNS
k5% ws ik

DGR
T B3y, R TP % S, BrLLT IR KRG . A S
EulerOSEF%f 14, CWBEZEMELE, FEER/DN, HERFHNAE, Hipnk
fift, PEERGE B XS, MBS

10.4.16 #FMZE] SSH IRSF /X HFE X

imiE
Name PRI B SSHR 55 #5 3 H A 5%
Description AAEAE P AR B SSHAR 55 w8 S FF 1 B
vaKTESES

openssh FIRSEHL, SCHRFZRETL, T BMANFE % o i 500k, H ARG BN 5
b S 0 2 eI E I, AR
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10.5 Nexpose 135 & - =R 5t

10.5.1 Anonymous root login is allowed (unix-anonymous-root-
logins)

iR
Name Anonymous root login is allowed (unix-anonymous-root-logins)
Description Anonymous root logins should only be allowed from system
console. /etc/securetty allows you to specify on which tty's and virtual
consoles root is allowed to login. The tty and vc's listed in this file will
allow root to login on certain tty's and VC's. On other tty or vc's root user
will not be allowed and user has to "su" to become root.
STHTEER

Jetc/securetty F L E | 70 VFrootH] 7 A LA MBI LE 24 35 8 5% . EulerOSAEA-F & linux R4,
PEHLECEALS, e SR S bl 3 e B root iT USSR 0y, ANAEAE KU o

10.5.2 Partition Mounting Weakness (unix-partition-mounting-
weakness)

Py G5 3%
Name Partition Mounting Weakness (unix-partition-mounting-weakness)
Description One or more of the system's partitions are mounted without certain
hardening options enabled. While this is not a definite vulnerability on its
own, system security may be improved by employing hardening
techniques.
STHER

EulerOS{E N1 G Linux 248, ANEEIEARK) 0 XA XEER R YE, ™ iR B O
KB 7 R AT R E .

10.5.3 User home directory mode unsafe (unix-user-home-dir-
mode)

Py G i::3%

Name User home directory mode unsafe (unix-user-home-dir-mode)
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De

scription A user's home directory was found to have permission mode above 750
(Owner=READ/WRITE/EXECUTE, Group=READ/EXECUTE,
Other=NONE). "Group" or "Other" WRITE permissions means that a
malicious user may gain complete access to user data by escalating
privileges. In addition "read" and "execute" access for "Other" should
always be disabled (sensitive data access).

ShER

BRI AU S5 21K, nfsnobody H ' /& nfs il 45 G4 IR 44 FH P, W B NT755HT B 11,
FX TofsEER I ANAGFAERIKS, TPMEHZE 3, ERLinux K17 AL IE/SUSE
WRIBINRFFZAR; MBS AGASTER B3 NAAREEH A HdE, @ RFFT R
A BRI 22 2SR

10.5.4 TCP timestamp response (generic-tcp-timestamp)

Py Ly

Name TCP timestamp response (generic-tcp-timestamp)

Description The remote host responded with a TCP timestamp. The TCP timestamp

response can be used to approximate the remote host's uptime, potentially
aiding in further attacks. Additionally, some operating systems can be
fingerprinted based on the behavior of their TCP timestamps.

StheER

TCP
T,

1.
2.

timestamp optionffI/E ] : HERAITHERTT, SCHLEGFAIMERE: PRUEEAR S 1E Ol
TCPHI AT FEE

T SEIEGF R, 38 F Linux A AT RRAS A — BRI R X AN 0
KIZIRT, 258 tepftime-wait sockets (net.ipvd.tep tw_recycle) FRIE [R5 T
RERRL

IR AR S 0%, PTRERIRZI A, Bt & M tep.timestamps 3R U R A IS 1T
IWFIE], ARG KRG, JEARERI 4 R BE

i B ORI SE B 37 5 E A2 A R PR I, IR AN ENAT 5, ANEE
RHHHCE .
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